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e Electronic Medical Records (EMR) is a digital
representation of the traditional medical record.

« Numerous advantages over a traditional medical

record:
 Dynamic data.
» Accessibility.
 Customizable.

o A distributed system built on pre-existing open-source
components (OpenEMed).
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e Give doctors easy access to vital patient information
« Keeps doctors aware with dynamic sensor data.
e Elderly citizens can enjoy independence at home.

e System can help doctors by saving and analyzing
sensor readings.

« Alerts can be triggered to notify doctor of trouble.

e Distributed nature makes it more robust.
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e Understanding the system we were working with.
 Had to explore directories and source files.
 Time consuming (many source files).

 Necessary for the success of the project.
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* Project was programmed in Java.

« Data readings are stored in an SQL-accessible
database (HSQL).

« We needed to decide where changes were to be made.
 Most of the changes were to be made in PIDS.
« Sensor data will be stored on the patient’s system

where sensor readings will be sorted and can be
uploaded to the doctor.
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o Security.

« EMR should contain all relevant patient data.

e Doctor should be able to submit queries.
 Interfaces should be customizable to some degree.
 The system should allow patient/doctor interactions.
« System should be scalable.

e System should be dependable and accurate.



OpenEMed — Components SUPERBIT 2006 0%

 Personal Identification Service (PIDS) — Interface to
store and maintain patient data.

 Resource Access Decision Service (RADS) — Interface
used to change access permissions for users.

* Clinical Observation Access Service (COAS) — Used to
run queries based on clinical information.
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* Analyzed structure of OpenEMed.

 Analyzed the source code of necessary components
and determined where and how modification can be
carried out.

« Created a Design Map to outline important parts and
places where modifications can be made.

» Added a medical record section to the PIDS
component.
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 There is a strong need for such a system.

« Can be very beneficial all around if implemented
correctly.

e Incorporate sensor readings into the system so data
readings from patients can be queried by the doctor.

e Create an interface to integrate the various parts of the
system (PIDS, RADS, etc.).

e Clients running off of a secure server.

e Test the distributed nature of the system.

11



Feam for Ressarch cpafton Secure Techns

SUPERB-IT 2006

Questions/Comments?
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