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Today's quality of life depends on the continuous
functioning of the nation's electric power
Infrastructure

which depends in turn on the health of an
underlying computing and communication
network infrastructure

that is at serious risk both from malicious cyber
attacks and accidental failures.
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Cross Cutting Issues
e Large-scale, rapid propagation of effects

* Need for adaptive operation

* Need to have confidence in trustworthiness of resulting approach

i T
 Need to create

secure and reliable
computing base

Load Following |Control
AGC Area

» Support large # of
devices

» Timeliness, security,
and reliability
required of data and
control information



e Structure:

- The physical grid power equipment (lines, transformers,
generators etc.)

- The physical grid protection equipment (sensors, relays,
intelligent devices etc.)

- The communication, computing and control infrastructure
(SCADA, EMS, WAMS etc.)

- The economic markets (hourly and day ahead markets etc.)
e Overall Challenges:

- Physical and political mechanisms for secure sharing of
confidential information

- Rapid propagation of errors and failures
Trusted collaboration among autonomous players
Scalable, tunable, inter-domain authorization

Develop long-term architectural solutions rather than short-
term bandaids
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e Combined use of hardware, firmware, and software techniques
e Development of a secure/reliable data collection and control
- Secure data aggregation to reduce the communication load

e Development of flexible distributed architectures for the
power system's communication infrastructure in the large

- Ability to respond quickly to emergency situations

e Managing the higher-level trust relationships among the larger
entities that market, generate, and deliver electric power

e Visualization for wide area monitoring and situational
awareness

e Development of sound, scientifically based
dependability/security validation techniques

- Combined analytic/simulation/experimental approaches
- Including demonstration through a realistic testbed setting
e Industry collaboration



