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Advanced Electric Power Grid
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• Large, complex, interconnected, real-time, critical networks
• Move away from Centralized Manual Controls
• Need integrated, decentralized, robust, survivable control



Modeling and Semantic Integration

What Cyber Says What Physical Wants 

FACTS 
Device

manipulates

setpoint

change_setpoint(newSetpoint)
control_power_line()
reconfigure()

flow balance

Neighbors limits, monitors

places

Placement

locations

compute_locations()

Placement is optimized

Simulated Power 
Transmission System

flows
capacities
generations
loads

AG[For each line
-capacity <= flow <= capacity
{checked by FACTS}]
------------------------------
AG[For each bus
sum of lines.flow is 0.
{checked by FACTS}]
------------------------------
AG[For each load
load is greater than or equal to 0.
{checked by FACTS}]

supply_power()
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What we all need 
Hardware/software definitions 
of correctness (not separate) 
for Co-design and to describe 

Complex Interactions of 
Components

Dynamic_Control

A[]Controlled_System_Modes LongTermControl
A[]Line_Flow <= Max_Line_Flow
A[]Bus_Flow_Balanced

DSP_Power_Electronics

Energize

T_Dyn>=1msec

T_Dyn=0

T_Dyn>=0.01msec

1ms >= T1_DSP 
>= .5 ms

T1_DSP = 0
K,Alpha Sent

1msec >= T2_DSP
>=.5msec
T2_DSP=0
P,I Sent

Power_Line_Flow_Stable



Fault Tolerance & Security

EM enforceable 
correctness on 
Hardware/Software

Physically Feasible
Multiple Time scales

Define & Enforce 
Socio-Economic 

Hospital vs. Walmart
Security – Physical 
exposes actions

Pentagon-Pizza



Systemic Change

Multidisciplinary Research & 
Education – Different Thought 
Processes – Power Informatics,  
Materials Informatics, Transportation 
Informatics  

Train/retrain next generation
Understand real-time, modeling, 
security, economics, and ethics
Professional responsibility



on the trustworthy, secure, and 
dependable software themes of highly 
successful recent COMPSAC 
conferences, the technical theme for the 
31st conference is SOFTWARE 
ENGINEERING -- CRITICAL FEATURES 
and INFRASTRUCTURES


