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As a large diversified international company, GE’s business and customer interests 
include many of the application domains of this workshop, including building and 
environment, chemical process control, manufacturing systems, electrical energy 
systems, oil and natural gas, transportation networks, and water distribution systems.  The 
focus of this response is on electrical energy systems, as represented by GE Energy 
Network Reliability Products and Services (http://energy.ge.com/energy_services/nrps/) 
and GE Global Research (http://www.ge.com/research/).   GE is a major producer of 
utility wide area data collection and display equipment, transmission and distribution 
substation equipment, power island (generator, combined cycle, balance of plant) 
controls, digital breakers and meters at all power levels.   It should be noted that GE 
Security also produces commercial building (physical) security and fire protection 
systems.  GE has a strong interest in long term improvements in both cyber and physical 
security of electrical energy systems, and manufactures hardware, networking, software 
products as well as providing services in this domain. All of the themes cited in this 
workshop are of interest to GE, but of top interest are “Costs and Barriers to Innovation”, 
“Systems Issues”, “Emergent Issues”, and “Software Platforms”.  In view of length 
limitations, this position paper will focus primarily on these themes. 
 
Costs and other barriers to innovation are a primary concern to GE’s customers, and 
therefore to GE: frequently these are barriers to the adoption of even existing products 
with security enhancements.  The perceived cost of enhancing cyber-physical security is 
high – due to a large amount of installed base (legacy) equipment with non-secure 
protocols. The challenge of identifying compensating advantages – such as reducing 
operations and/or servicing costs -- of cyber-secure systems must be addressed in order to 
change customer behaviors.  The most important information technology research needs 
include the inexpensive upgrade of hardware and software for existing unsecured legacy 
power and communications equipment, and invention of low-cost, effective means of 
detecting cyber-physical threats or intrusions through newer equipment. 
 
Roadmap: 
Near (1-3 years): Valuation and prioritization of cyber-physical risks.  Intrusion detection methods for distributed systems. 
Mid (4-6 years): Retrofit and re-engineering methods; reliable and secure network transition strategies 
Long (7-10 years): Integration of new cyber-physical technologies into products; implementation of incentives 
 
Systems Issues are also of high interest to GE.  Challenges - Traditional decentralized 
automatic safety protection systems have been demonstrated to be subject to system-level 
malfunction (e.g., the 1967 Northeast Blackout), even when local protective devices 
operate correctly.  Centralized fault detection and monitoring systems, while improving, 
still exhibit wide area alarm patterns that are difficult to detect, and introduce un-



acceptable IT and embedded system administration burdens (digital hardware 
obsolescence, patch installation and testing).  The ability to respond deftly to a variety of 
large network disturbances (i.e., to keep ahead of hackers) is also not well supported by 
existing systems.  Technology Needs - Tightly coordinated, digital protection and safety 
systems (as part of improved “power grid” designs) are needed, as are the ability to 
anticipate, visualize, and isolate rapidly evolving disaster areas.  System safety software 
technologies (temporal hazard analysis) should be applied to the design of such systems 
so that they anticipate most threats.  Physically diverse networks (e.g., with wireless or 
satellite-link backup of previously installed wired links) should be employed to improve 
network robustness to major disruptions.  Finally, high confidence software, capable of a 
layered defense to cyber-threats, is needed. 
 
Roadmap. 
Near (1-3 years): Study of utility system cyber-physical operational risks using hazard analysis.  Prioritization of risk 
reduction needs.  Study of risks due to coordinated physical and cyber attacks. 
Mid (4-6 years): Network backup and software service and maintenance procedures, built-in verification and validation 
capabilities. 
Long (7-10 years): Critical technologies for system level re-design: secure protocols, middle-ware, on-line certification of 
upgrades, standards for interoperable system simulations 
 
 
Emergent Issues – Challenges - Adaptive non-deterministic systems or emergent systems 
can be robust to unplanned occurrences in a system. Occasionally the exhibited local 
behavior is unexpected to human observers.  System simulation and human interface 
tools are needed to understand the global state of the system and predict what the likely 
future state(s) will be if left undisturbed or if modified by attackers or by external control. 
Technology needs – Given the decentralized nature of many emergent systems they can 
be effective as a defensive mechanism for cyber attack.  One such mechanism could be a 
variant of a gossip protocol, whereby each node raises its apprehension based on the 
apprehension of other nodes. The stability of these systems needs to be simulated and 
approaches for bounding of the behavior of systems need to be created. Emergent 
systems are robust to the loss of centralized authorities. Trust mechanisms typically work 
with pre-shared keys or shared certification servers. New methods are needed in cases 
where a remote node can be compromised and we cannot rely on a central site or new 
nodes are brought into the system on emergency basis 
 
Roadmap. 
Near (1-3 years): Simulation platforms for realistic emergent systems; trust in emergent systems. New algorithms and 
trust systems 
Mid (4-6 years): Human interfaces for emergent systems. External control approaches  
Long (7-10 years): Utility system testbeds; certification methods. 
 
 
Software Platforms Priorities:  Heterogeneous, legacy platforms and patch management 
are costly challenges in cyber security.  The cost of full replacement of equipment is a 
large barrier to the security updates needed. Partial replacement and gateways are 
possible but it is difficult to understand efficient architectures and performance 
requirements for these overlay systems.  Technology needs - Methods for abstraction of 
the actual system through publish/subscribe and other approaches will need to be 
explored in the context of real-time feedback control behaviors. High confidence systems 
require reliable and trusted communications.  Low cost wireless sensors and wireless 



field communications have unique authentication requirements including combined 
physical and cyber access and physical control of communicating devices.  Additionally 
adaptive behavior based intrusion detection is needed. 
 
Roadmap. 
Near (1-3 years) : Wireless comm. security for sensors, field and control systems. Simulation platforms for realistic 
overlay heterogeneous systems.  
Mid (4-6 years): Optimization algorithms for architecting legacy security & control overlays to networks.  
Long (7-10 years): Utility system test beds. 
 
GE Energy Network Reliability Products and Services (NRPS) and the GE Company, 
represented by its corporate component GE Global Research (GEGR), look forward to 
the opportunity to present and publicly discuss issues in Cyber-Physical Security at the 
forthcoming HCSS-NEC4CPS workshop on November 8-9 in Pittsburgh.  
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