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Workshop topic: Guaranteed performance of a system in which software is a key part 
 
Networked embedded systems define the character and performance of the modern 
automobile. It is not uncommon to have forty to sixty networked processors controlling safety 
features; chassis and powertrain; and comfort, convenience and entertainment functions. 
Vehicle stability control, for example, manages interactions among anti-lock brakes, electronic 
throttle, transmission and, possibly, all-wheel drive systems. It is crucial that each component 
system be highly reliable, and that when combined with the others, new behaviors and 
unforeseen failure modes not emerge. Anticipated examples of future distributed systems in 
which guaranteed performance will be essential: 
 Collision mitigation encompassing sensor fusion from radar and ultrasonic sources with 

vehicle state data to determine the likelihood of an imminent crash and how best to prepare 
the vehicle occupants for the impact. This can include seatbelt pre-tensioning, emergency 
brake actuation and airbag triggering.  

 Collision avoidance through vehicle-to-vehicle communication using Dedicated Short Range 
Communication (DSRC) to exchange location, heading and speed information in real time. 
For example, an ambulance responding to an emergency can transmit information on its 
heading, location and speed to alert other vehicles that it is approaching an intersection 
(reference: US Department of Transportation Vehicle Infrastructure Initiative). 

 
Requirements capture and analysis, modeling, simulation, validation and formal verification are 
clearly important elements in assuring critical system performance, and key areas of research. It 
is the position of this paper that in addition to these "up-front" methodologies for high confidence 
embedded software, fault tolerance must be an essential characteristic of critical automotive 
systems. Fault tolerant software is software that continues to provide reliable service, possibly 
with degraded performance or with a subset of functionality, in spite of design faults manifested 
as run-time errors. Recent papers from Rushby [1] and Neumann [2] suggest the need to 
consider how to develop controlled failures in composed systems. Similar work has been done 
for NASA by Robertson and Williams[3]. 
 
Most important challenges: 
 Development of method and tools to generate instrumented run-time code for fault mitigation, 

recovery, and reconfiguration 
 Fault classification and formal specification for distributed systems 
 Run-time fault detection and isolation 
 Model-based generation of run-time monitors 

 
Research needs: 
 Fault Classification 

- Taxonomy of faults, errors, and failures to be addressed 
- Models of faults and fault interactions 

 Fault Detection 
- Methods for formal specification of conditions to be monitored 
- Methods for run-time detection of faults, errors, and failures 
- Model-based generators for run-time monitors 

 Fault Isolation 
- Methods of run-time identification of the cause of faults for the purpose of fault mitigation 

 Fault Mitigation 
- Methods and architectures for mitigation, recovery, and/or reconfiguration 
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Research roadmap: 
 Establish automotive challenge problems in at least three domains:   

- USDOT Vehicle Infrastructure Initiative framework (critical vehicle-to-vehicle or vehicle-
to-infrastructure communication, for example) 

- Anticipated active safety/vehicle stability control 
- Hybrid electric vehicle powertrain control. 
- Integration of all of the above problems to create an automotive grand challenge. 

 Develop fault injection methodologies, and an open experimental platform for implementation 
of detection, isolation and mitigation solutions. 
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