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systems such as the Architectural Analysis and Design
Language (AADL) [17]. We propose extending these DSMLs
with the security concepts borrowed from UML
extensions[14]. By extending embedded system DSMLs, we
can add tool support for security analysis, validation,
verification and generation. These security tools will extend
the large tool chains that already exist for embedded system
design.

III. CASE STUDY OF THE ARCHITECTURAL ANALYSIS AND
DESIGN LANGUAGE

We have created a prototype security co-design
environment. In this environment we use access control as an
example security mechanism and incorporate it in the
embedded system design process. We implement the co-
design environment in the Generic Modeling Environment
(GME) [9]. GME is a metaprogramable tool which facilitates
the graphical implementation of domain specific modeling
languages (DSML) through the use of metamodels.
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Fig. 1 Design flow in a security co-design environment

Fig. 1 illustrates the process of building models in the co-
design environment. We begin with functional models of
embedded systems built and verified in modeling
environments such as Matlab/Simulink and Stateflow. Next,
we model the architecture of the system with AADL. AADL
is a SAE Aerospace Standard that is intended to provide a
standard interface and environment for system designers to
model, analyze and generate embedded system code. This is
accomplished by modeling the binding between software and
hardware components within a system.
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Fig. 2 GUI for specifying AADL models

We have extended AADL to support modeling of Role Based
Access Control (RBAC). With RBAC an engineer can specify
what permissions a component has to access other
components in the system. The security policies expressed in
the model are enforced through the use of underlying OS
security services such as kernel partitioning [18]. Figure two
shows an example AADL model created in our codesign

environment using GME. We have built code generators for
the co-design environment that can generate secure C code
and textual AADL from graphical models. The textual
representation of an AADL model can be ported to other tool
environments to make use of existing analysis tools. Adding
security mechanisms such as access control and time/space
partitioning can prevent security threats such as a denial of
service attack. For example, a system that has a network
component and process control component can protect the
process control from packet flooding by placing the two
components in separate partitions.

This prototype co-design environment is intended as an
example for the potential of MIC in the development of
embedded software for security critical infrastructure. We do
not intend to limit our research to AADL or the specific
security mechanisms discussed here. We want to extend other
concept such as encryption and authentication to AADL and
other DSMLs.

IV. RELATED WORK

AADL has been proposed for mission critical software
development [19], and used to perform scheduling and
memory requirements analysis [20]. Security for model
driven design was proposed in [14,16]. Formal methods of
security model verification was also proposed by Jiirjens
in[16].

V. CONCLUSION

Model-Integrated Computing has proved itself to be a
valuable tool in embedded systems design process. Model
driven security approaches have been successfully used in
various industrial, governmental and financial applications.
We have shown the potential for applying these security
modeling concepts to DSMLs gear toward embedded systems.
There is much work that needs to be done to incorporate these
security aspects into the large tool chains that currently exist
for embedded systems.
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