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Alnvestigating design tradeoffs between
performance and security properties

Automatic Code Generation

Code generators traverse the model and produce
secure code that enforces the RBAC policies. The
code generator makes use of the partitioning
capabilities of the underlying platform.

Real-Time Operating System

Embedded Hardware Target

Embedded Hardware Target

AVerifying required security properties

AADL Extended AADL using explicit security models

Platform Security / Security Service Modeling

Abstracts out security properties of the platform that are essential for the design flow

Automatic Code
Generation and Deployment

Theoretical Security Concepts
(Platform Independent)

Existing Security Solutions
Provided Different Platforms

Security Service Providers

A OS (e: Linux, LynxOS, WInCE)

AHW (ex: Space Partitioning, Memory
protection)

A Services of different applications

A (ex: Web Browser Based Authentication)

Mapping between requirements
and underlying capabilities

Security
Capabilities
of a Platform

Security
Requirements
of a System

Plant
Simulator

Data Acquisition Board (DAQ)

10/100BASE-T or 802.11b

(Ideally requirements are the
subset of the capabilities )

The process of AADL code generation

Platform Security Models with sufficient detall
enable Code Generators to access Platform
Specific Security Services
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