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Model Based Design for Clinical Workflows

ÅMetamodel of a workflow 
language 

ÅDescription of the 
modeling abstractions 
eg. Messages, Services 
and Composition Rules

ÅDefinition of a workflow 
domain 

ÅModel of a workflow 

ÅRepresentation of 
message exchange 
patterns, definition of   
services and messages
in a clinical setting
eg. Data Provider Service, 
Medical Record Message

ÅDefinition of 
communication protocol

ÅMessages in runtime 
environment 
ÅService invocations and 

replies with requested 
data
eg.  Patient record of 
ΨWƻƘƴ 5ƻŜΩ
ÅInstance of 

communication pattern

Model Message exchange

<ns:RetrieveDataResponse>
<ns:return>
<address>not in db yet</address>
<dob>0</dob>
<loginname/>
<mrn>1</mrn>
<realname>John Doe</realname>
<critical>0</critical>
<docId>10</docId>
<unit>0</unit>
</ns:return>
</ns:RetrieveDataResponse>

Metamodel

Describes Describes



Privacy Policies 

ÅPrivacy Policies used in this presentation:
ïA covered entity may send protected health information to a business 

partner for de-identification purposes only if there exists a contractual 
agreement between the communicating entities.

ï!ŎŎŜǎǎ ǘƻ ǘƘŜ ǇŀǘƛŜƴǘΩǎ ƳŜŘƛŎŀƭ ǊŜŎƻǊŘ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ƎǊŀƴǘŜŘ ǘƻ 
primary care physicians listed in medical record, or in case of 
emergency situation access should be provided to any physician 
ŦƻƭƭƻǿƛƴƎ ǘƘŜ ά.ǊŜŀƪ Dƭŀǎǎέ ǇƻƭƛŎȅ



Design of a simple workflow language



Design of a simple workflow language



Model of a workflow 

Workflow model

Data provider sends the sensitive data for de-identification. De-identified data is finally stored 
in local database

Privacy Policy

Covered Entity sends the Protected Health Information for de-identification to Business 
Associate and receives back the de-identified data  A covered entity may send protected health 
information to  a business partner for de-identification purposes only if there exists a 
contractual agreement between the communicating entities.



Integration using Structural Semantics Approach

ÅHow to formally represent a domain?

ÅA domain D is given by
ïAn alphabet ʅ

ïA set of n-ary function symbols ʇ

ïA set of model realizations

ïA set of constraints C such that

ÅConstraints are given as proofs
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Model transformation and interpretation

message('message_id-0066-лллллллпΩύΦ
service('de-identification _id-0066-00000003').
receivemessage('receivemessage_id-0068-00000009').
receivemessage('receivemessage_id-0068-00000009','message_id-
0066-00000004','de-identification_id-0066-00000003').

workflowmodel('workflow_id-0065-00000001').
sendmessage('sendmessage_id-0068-00000002').
contains('sendmessage_id-0068-00000002','workflow_id-0065-
00000001').
όΧύ

canconn('receivemessage',X,Y) :-
message(X), service(Y).

malform(receivemessage(N,X,Y)):-
receivemessage(N,X,Y), \+canconn('receivemessage',X,Y)

cancontain(X,Y) :-
sendmessage(X), workflowmodel(Y).

malform(purpose(Y,V)) :-
purpose(Y,V), purpose(Y,W), (V \== W).

malform(purpose(Y,V)) :-
purpose(Y,V), \+entityconnection(Y).

όΧύ
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Translation of an example workflow metamodel
canconn('receivemessage',X,Y) :-

message(X), service(Y).
malform(receivemessage(N,X,Y)):-

receivemessage(N,X,Y), 
\+canconn('receivemessage',X,Y)

cancontain(X,Y) :-
sendmessage(X), 
workflowmodel(Y).

malform(purpose(Y,V)) :-
purpose(Y,V), 
purpose(Y,W), (V \== W).

malform(purpose(Y,V)) :-
entityconnection(Y,V), 
\+message(Y).

Representation of the metamodelusing Prolog terms.



Model transformation and interpretation

message('message_id -0066 -00000004ô).
service('de - identification _id -0066 -00000003').
receivemessage('receivemessage_id -0068 -00000009').
receivemessage('receivemessage_id -0068 -
00000009','message_id -0066 -00000004','de -
identification_id -0066 -00000003').

workflowmodel('workflow_id -0065 -00000001').
sendmessage('sendmessage_id -0068 -00000002').
contains('sendmessage_id -0068 -
00000002','workflow_id -0065 -00000001').
(é)

canconn (' receivemessage ',X,Y) : -
message(X), service(Y).

malform (receivemessage (N,X,Y)): -
receivemessage (N,X,Y), 
\ + canconn (' receivemessage',X,Y )

cancontain (X,Y) : -
sendmessage (X), workflowmodel (Y).

malform (purpose(Y,V)) : -
purpose(Y,V), purpose(Y,W), (V \ == W).

malform (purpose(Y,V)) : -
purpose(Y,V), \ + entityconnection (Y).

(é)
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Verification of model wellformedness

no_entity_mapping (S,R) : -
R = entitymapping (_,S,_), 
\ + entitymapping (X,S,_).

malform (service(S),R) : - service(S), 
no_entity_mapping (S,R).

Additional constraints
Services have to be mapped to the 
organizations

Malformed model



Additional constraints
Services have to be mapped to the 
organizations

Verification of model wellformedness

Malformed model

no_entity_mapping (S,R) : -
R = entitymapping (_,S,_), 
\ + entitymapping (X,S,_).

malform (service(S),R) : - service(S), 
no_entity_mapping (S,R).



Privacy policy as model constraint

no_entity_connection (E1,E2,R )  : -
R = entityconnection (_,E1,E2), (E1 \ ==E2), 
\ + entityconnection (X,E1,E2).

malform(message(M),R) : - message(M),
sendmessage(MF,S1,M), receivemessage(MF2,M,S2),
entitymapping(EM1,S1,E1), entitymapping(EM2,S2,E2),
no_entity_connection(E1,E2,R).

Additional constraints ïprivacy 
policy

Covered entity(E1) may send protected health 
information  (M) to business partner (E2) for de -
identification only if  there exist partner link 
(EntityConnection ) between the  entity (E1) and 
business partner (E2)

Malformed model



Privacy policy as model constraint

no_entity_mapping (S,R) : -
R = entitymapping (_,S,_), 
\ + entitymapping (X,S,_).

malform (service(S),R) : - service(S), 
no_entity_mapping (S,R).

no_entity_connection (E1,E2,R)  : -
R = entityconnection (_,E1,E2), (E1 \ ==E2), 
\ + entityconnection (X,E1,E2).

malform(message(M),R) : - message(M),
sendmessage(MF,S1,M), receivemessage(MF2,M,S2),
entitymapping(EM1,S1,E1), entitymapping(EM2,S2,E2),
no_entity_connection(E1,E2,R).

Additional constraints

Wellformed model



Design of the policy language

Top level container of 
the workflow model and 
the policy document

Pointer to messages and 
message contents in the 
workflow model

Model of the policy with 
the policy description 
and policy document

Policy document

Separation of policies 
for requests and replies

Definition of the 
relationships 
between data 
objects



MICIS workflow model 

Å ²ƻǊƪŦƭƻǿ ƳƻŘŜƭ ƻŦ ǎŜǊǾƛŎŜ ǇǊƻǾƛŘƛƴƎ ǇŀǘƛŜƴǘΩǎ ƳŜŘƛŎŀƭ ǊŜŎƻǊŘǎ 

Å Outgoing message privacy policy:
Å !ŎŎŜǎǎ ǘƻ ǘƘŜ ǇŀǘƛŜƴǘΩǎ ƳŜŘƛŎŀƭ ǊŜŎƻǊŘ ǎƘƻǳƭŘ ƻƴƭȅ ōŜ ƎǊŀƴǘŜŘ ǘƻ ǇǊƛƳŀǊȅ ŎŀǊŜ ǇƘȅǎƛŎƛŀƴǎ 

listed in medical record, or in case of emergency situation access should be provided to 
ŀƴȅ ǇƘȅǎƛŎƛŀƴ ŦƻƭƭƻǿƛƴƎ ǘƘŜ ά.ǊŜŀƪ Dƭŀǎǎέ ǇƻƭƛŎȅ



Generation of runtime enforced policies
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Policy Description:

Service identifier

Type of the policy  (incoming / 
outgoing)

Description of fields from request 
required to evaluate the policy

Information on the state of the 
Decision Engine

Obligations executed upon the 
service invocation

Policy Document:

: - dynamic break_glass /1.
: - dynamic treats/2.
: - dynamic critical/2 .
: - dynamic retrievedata /2.
retrievedata (RecordNo,DocId ): -

treats( RecordNo , DocId ); 
break_glass (RecordNo ).

break_glass (RecordNo ): -
critical( RecordNo,X ), X>0.

Workflow documents

BPEL workflow description

WSDL  Web Services 
description

Deployment Configuration



MICIS architecture


