Integration of Clinical Workflows
with Privacy Policies on a Common
Semantic Platform

Jan Werner, Bradley Malin, Yonghwan Lee,
Akos Ledeczi, Janos Sztipanovits

Institute for Software Integrated System
Vanderbilt University, Nashville, TN

presented by Janos Mathe

2nd International Workshop on ModBlsed Design of
Trustworthy Health Information Systems




Model Based Design for Clinical Workflows
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Privacy Policies

A Privacy Policies used in this presentation:

A covered entity may send protected health information to a business
partner for deidentification purposes only if there exists a contractual
agreement between the communicating entities.
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emergency situation access should be provided to any physician
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Design of a simple workflow language
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Design of a simple workflow language
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Model of a workflow
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Workflow model
Data provider sends the sensitive data foridentification. Deidentified data is finally stored
in local database

Privacy Policy
Covered Entity sends the Protected Health Information foedeetification to Business
Associate and receives back theidentified data A covered entity may send protected health
information to a business partner for-ttkentification purposes only if there exists a
contractual agreement between the communicating entities.



Integration using Structural Semantics Approact

A How to formally represent a domain?

A A domain D is given by

I An alphabey

I A set of maryfunction symbolg

i A set of model realizationsR, =H(S,U)

I A set of constraints C suchthatl R,,r=C,- rl D
A Constraints are given as proofs
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Model transformation and interpretation
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Translation of an example workflow metamodel
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Representation of thenetamodelusing Prolog terms.
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Model transformation and interpretation

GME Horn domain
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Verification of model wellformedness

Additional constraints
Services have to be mapped to the
organizations

no_entity mapping (S,R): -
R = entitymapping (_,S, ),
\ + entitymapping (X,S, ).

malform (service(S),R) : - service(S),
no_entity_mapping (S,R).

Malformed model
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Verification of model wellformedness

Additional constraints
Services have to be mapped to the
organizations

no_entity mapping (S,R): -
R = entitymapping (_,S, ),
\ + entitymapping (X,S, ).

malform (service(S),R) : - service(S),
no_entity_mapping (S,R).

Malformed model
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Privacy policy as model constraint

Additional constraints 1 privacy
policy

Covered entity(E1) may send protected health
information (M) to business partner (E2) for de
identification only if there exist partner link
(EntityConnection ) between the entity (E1) and
business partner (E2)

no_entity_connection (E1,E2,R) : -
R = entityconnection (_,E1,E2), (E1 \==E2),
\+ entityconnection (X,E1,E2).
malform(message(M),R) : - message(M),
sendmessage(MF,S1,M), receivemessage(MF2,M,S2),
entitymapping(EM1,S1,E1), entitymapping(EM2,S2,E2),
no_entity_connection(E1,E2,R).

Malformed model
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Privacy policy as model constraint

Additional constraints

no_entity_mapping (S,R): -
R = entitymapping (_,S, ),
\ + entitymapping (X,S,).

malform (service(S),R) : - service(S),
no_entity_ mapping (S,R).

no_entity _connection (E1,E2,R) : -
R = entityconnection (_,E1,E2), (E1 \==E2),
\+ entityconnection (X,E1,E2).
malform(message(M),R) : - message(M),
sendmessage(MF,S1,M), receivemessage(MF2,M,S2),
entitymapping(EM1,S1,E1), entitymapping(EM2,S2,E2),
no_entity_connection(E1,E2,R).

Wellformed model
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Design of the policy language

Top level container of
the workflow model and
the policy document
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MICIS workflow model
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Generation of runtime enforced policies
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MICIS architecture



