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Summary

Objective:Thegoal of this research i® provide a framework t@nable themodetbaseddevelopnent,
simulation and deploynent of clinical information system prototypes with mechanisntbat enforce
securityand privacy policies.

Methods: We developed theModelintegrated Clinical Infonation System(MICIS) a software toolkit
that is based ommodelbased design techniques and hilgivel modeling abs#ctions to represent
complexclinical workflows ina serviceoriented architecture paradigmMIClIStranslates models into
executable constructs, such asweb service descriptionshusiness process execution language
procedures and deployment instructiondICIS models arenriched with formal security and privacy
specifications, which arenforcedwithin the execution environment.

Results:We successfully validated our desighatform by modeling multiple Imical workflows and
deployingthem onto the exection platform.

ConclusionsThe modetbasedapproach show great promise for developingimulating, and evolving
clinical information systemwith formal properties and policy restrictions

Keywords hospital information systemsmedical record systems,computeraided design,
software design



1. Introduction

To reduce preventable errors in patient care and minimize administrative burdens, healthcare
organizationdHCOsare migrating from traditional, papevased records telinical information systems
(CBs) a collection of computebased applications that enaldaophisticated services for patits and
health care providersvariousempirical evidencéndicatesthat CISs can decrease healthcare caktg,[

3, 4], strengthen staff productivityq, 6], and promote patient safety7| 8]. As aconsequenceHCOs are
adopting CISs to enable a wide array of functions, including data sharing, decision sappudyee
training and student educationresearch, and access to reference materislany HCOs are leveraging
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the intended user §]. For example, physician portals have been designed to support daily clinical
workflows, such that they enable access to guidelines, educational materials, treatment and cost
information, and referral directorieslp]. Similarly, patient portals have been designed to provide
patients with access to their electronic medical recordsingjjland appointment schedulifgl, 12].

Despite their potential benefits, the design of CISs presents unique challenges, which derive from the
O2yaidlyid S@2ftdziAz2y | yR shtgchrblogies) ankl avgikfokedhe élegtronic/ h Qa L.
nature of ClSdor instance,in contrast to the traditional papebased systemsncreases the potential

magnitude of system failures anithadvertent exposure of highly sensitive patiegpecific health

information. It is necessary that HCOs design CISs to adhere to diversengeveal regulations that

influence both procedural, as well as access policies, such as the Privacy and Security Rules of the Health
Insurance Portability and Accountability AEHPAA]13, 14]. A CIS must account for the complexities of

the HCOsboth at the social andhe technical level, to ensure timely access to health information and

services without compromising the security of the system or sensitive patéeotds.

Disparate HCOs, as well as departments within an HCO, can differ greatly in terms of tlaeesafid/
technologies that compse their CIS8NVe believe thathe servie-oriented architecture (SOAjaradigm
provides an intuitive approachto resolvesystem diversity and integrat€lS. Instead of relying on site
specific, ad hoc design strategies, SOA praddemechanism t@reate complex distributed applications
from looselycoupled servicesWorkflow definitions define the structure of the appligats capturing

the interaction of serviceswith formaly provable properties 15, 16, 17]. SOA inherently supports
modular design, promotes reusabilitgnd simplifies system evolution since services can be individually
modified, upgradedor completely replaced. Even interface changes can be tolerated because interface
definitions are published and can be queried. Moregwsarvices can be implemented in a number of
different languages and they can run on different operating systemsch provides true platform
independenceHence, building CISs on top of Séss to improved interoperability and extensibility.

SOAs havbeen successfully applied in thecemmerce sectorl[8] and, as a result, a rich infrastructure
of SOAspecific tools is availabld9, 20, 21]. However, the design and implementation of SOAs for CISs
raises nontrivial challengeln traditional business applications, the humanrkflow interaction is often
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if a procedure can continuéOn the contrary in the clinical domain, many workflows require human
tasks that do not fit this schema, such las LJK & Ziritetpletati6i éf laboratoy test results.An
emerging extension of théusiness Process Execution LanguagetiferWeb Services (WBPEL)
standard calledBPEL4Peopl@], partially addresses this issue, but isage is limitedmainly because
existhg BPEL workflow managers do not support the extended functionalggcond challenge is that
typical SOA implementations hardcodpolicies in the workflow logic, which is not amenable to the
complex procedural and regulatory policies that are assodiatgh HCOsTo manageintricate and
dynamic privacy, security, and @&ss control policies more elaborate solutiors needed

To address the aforementioned challenges, we develogedModelIintegrated Clinical Information
Systems (MICIS), a softwareot suite that assists HCO administrators in the design, verification
implementation and integratiof CISsThe MICIS toduiteis capable of graphically representing data,
workflows, organizational aspectand regulatory requirements of the healtheaenvironment. MICIS
translates formal models intthe necessary software artifacts and deploys the system on a standard
SOAplatform. The formal models created in MICIS alladministratorsto perform rigorous system
analysis and to enforce privacy andagdty policies within the Cl&ior to deployment MICISenables a

rapid development cycléecause CIS prototypes can be quickly generated, evaluated and chénged,
necessary, by modifying the system models and regenerating the application. Furthetherapdet

based approach helps over the entire lifecycle of the application by easing maintenance and application
evolution, since many aspects of the CIS can be modified via the models without touching the actual
code.

In previous work, we presented a hitevel overview of the MICIS architecture with respect to platform
specific engineering2B] and the type of abstractions necessary to model the clinical re2# | this

paper, wefocus on the systemmtegration aspect oMICIS, which illustrates how to integrate model
based design, SOandpolicy specification in a healthcare environmeWwte then provide an example of

how to mode] as well agleploya specifiovorking component of clinical information systentinally,

we elaborate on the details of MICIS modeling and deployment platforms, describe extensions used to
enforce privacy and security policies, and present how the artifacts generated from the naoeleised

for component integration.

2.  Background
In this sectionwe providebackgrouncbn the underlying technalgies that MICIS is built upon.
2.1. Model Integrated Computing

Model Integrated Computing (MIC) was developed at Vanderbilt University fididmy software
intensive systems. The core idea behind MIC is to provide a despatific modeling language (DSML)
and a corresponding modeling environment for the given application domain. The DSML raises the
abstraction level above traditional progranmg languages and provides application developeror
domain expert with familiar concepts. MI€an be appliedo create and evolve integrated, multiple
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view models using concepts, relations and model composition principles used in the giveM liiddso
facilitates systemsnd software engineering analysis of the modeds, well asenables the automatic
synthesis of applications from the models.iSTapproach has been successfully applied in several
different applications, including automotive manuataring 5|, wireless sensor network§], and
integrated simulation of embedded systen&y].

A core toolwithin MIC § the Generic Modeling Environment (GMEJ], which can be configured and
adapted from metdevel paradigm specifications, known as metamodels. The metamodels consist of
unified modeling languag&JML) class diagrams amubjed constraint languagedClI). constraints.These

are created in GME and aeppliedto automatically configurehe softwareto support the new DSML.

This architecture is illustrated on tHeft side of Figurel. Thewell-documentedadvantages of MIC in
general and the highly flexible architecture and customizability of GME in particular, make these
technologies an ideal candidate for the foundation of MI®&st other modeling tools support a single

or a small set of languages, tgplly UML.While UML has its wetleserved place in software
development, we believe that the requirements in many domains, including CIS, call for the application
of DSMLs. GME is one of the most advanced metaprogrammable tools that support the rapid
devdopment of DSMLs, hence we decidecetaployit.

2.2. Service Oriented Architectures

ApproachingCliSdesign from the perspective dOA is not unique.In earlier work,Kawamoto and
Lobach successfully applied a senacented software framework to clinal decision support systems
[29]. Sstill, clinical decision support is only one of many components ina@kEdoes not model patient
provider interactions, which characterize the healthcare field. The challenge is to de§igh that is
looselycoupled to a particular SOA environmeithis enables the designer to build an experimental
infrastructure without being bound to design and execution environments that may not adequately
represent the particular CIS in development awvh the adaptability necessary to meet changing system
requirements.We refer the reader to a recent paper byrjgns and Rumm, which provides an excellent
summary of SOA and modahsed approaches in clinical information syste®@.[We highlight that
MICIS is distincfrom existing approache# that it creates verifiable, executable workflows from
domainspecific models tailored to the healthcare environment.

2.3. Policy Languages and Specification

Policy languages separatige privacy and security requirements frothe implementation detailsof a

system As a result, policies can be changed without altering the underlying implement&thnThe
application of a formal language for policy repgagation provides greater reuse for the developéut

may not easily represent the higavel goals of business processése SECTET framework of Breu et al.
facilitates the design and implementation of secure integanizational workflows32]. The abstraction

level is raised above the standard SOA languages by capturing workflows and security requirements
primarily in the form of UML modelf33]. A similar approach is presente¢ Zhang et al.34] for
describing access control and synthesis of mach&aglable policy representation. In the solution
presented in 85], privacy and security policies are tighthtegrated with the workflows. This approach



provides a sound base for privacy and utility analysis; however, it is unsuitable for highly dynamic
environments.

3. Methods

In this sectionwe present the MICIS framework, an approachrapidly develop, simate, and deploy
dSprototypeswith automaticsecurityand privacy polig enforcement The architecture of the MICIS
framework is outlined irFigurel, which illustrates the two primary contributions: 1) the component
integrationplatform (MICISCIP) and 2) the model integration platform (MIM®).
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Figurel. TheMICIS architecture

3.1 Component Integration

MICISCIPserves as a base of the clinical information systsnproviding a set of basfanctionalities
for the other components of the ClShese include persistence, session managemesgd access
control. In addition,MICISCIP provides access to information stored in the 8@&tabase.This basic
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set of servicess then extended with the integraon of different software components in a modular,
security and privacy preserving manner. The integrated software components implevagious
higherlevel services such as billingcare providermessagingand process managemenihe modular
approachof MICISallows forthe integrationof new servicesvhichcan reuseexistingones.

The modularity in MICIS is achievagadoptinga set of SOA standards that form the base of the MICIS
CIP(shown on the bottom of thdrigurel). In MICISCIR both basic and extended functionadis are
implementedthrough communicating web services. The orchestration of these servicgasiisigedby

the CIS Orchestrato0]SO), which consists of 80OA compliangéxecution enginend the web service$
manages.

Byintegratingan SOA complianéxecutionengineas a part of CI9, we gain the ability taspecifythe
orchestration logic of our CIS in terms of workfloMdCIS makes use of workflows to capture the
business logic of complex applications @aadrchestrate the execution ahe correspondingservices.

Our workflows are defined using the Business Process Execution Language for Web SenfeEL)NS
[36] standard and are deployed in the €@Sas executable web sergi& A benefitof adoptingWSBPEL

is that it providesthe userwith the capability to define the logic of services for a particulariCi&h
explicit manney instead of hard coding the functionality into a web service. This decouples the
development of aplicationlogicfrom the specific details of deployment.

In the CISD, the execution of these web servicespsrformed by an OASIS compliant BPEL7,88,39
execution egine whichtakes care of managing multiple sessions of instantiated web serlitets
current implementation, MICIS utilizes th&pache Orchestration Director Engindpache ODE)
Examples bhow we implement functionality and express the orchestratiogic usingVSBPElcan be
found in the later sections of the paper.

Communication ofthe web services including the connected applicationsis achievablewith the
assistanceof an Enterprise Service Bus (ESBhere thecommunicating web services excigg SOAP
[40] messageswhichare orchestrated with the Apache ODE workflow manatreour framework, we
rely on the ESB to supportassagingrouting,invocation andtransactionrmanagement

3.2 Security and privay enforcement

Security and privacy enforcement in MICIS is achigwexdigh mechanisms that allovior the definition
and deployment of policiesn the MICISCIR Specifically, w have developedeusable application
independent Prolodpased PolicyDecision Point and Policy Enfoement Point (MICHPROPER)
components and integratethem with the Apache ODE.

In MICIS, edected services can keecuredusing MICIROPER with its dedicated policieBis means
that if a protected service is invoked, the infoation flow between the service and its invoking client is
carefully monitored. In cases where noompliancewith the defined policies is discovered during the
information exchange, the execution of the undesired operation is prevemted a exception is
returned to the workflow managerFor example,the system can notify administrators ofan



unauthorized requestor patient information orprevent a physician frorardering a medication thatin
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In the MICISarchitecture we use a set of protected servicés access the contents of CIB the

database that stores all sensitive information of the HO®e CI®PB contains patient-specific
information (e.g., demographics, ladesults, vitals and treatment information) and organizat&pecific
information (e.g, personnel, departments, physical locations, etégcess to protected informatiois

achievedthough the ESBNd the hformation flows are controlled by MICISPROPERhe details of this
protection mechanism are explainedsection3.6.

It should be noted thatlte architectureis inherently distributed. lallows for an arbitrary number of
applications, services and databasesd even multiple component integratioplatforms (CIP)For
example, the CIBB does not need to be a centralized database. Multiple databases can be supported
as long as access to the data is controlled by an appropriate PEP.

3.3 Extending functionality

MICIS supports three distinepproaches foextending the functionality of a particular CIS. The basic
functions can be added as additional web services (1). More complex behavior involving, for example,
multiple entities can be specified as workflows and deployed by the CIS Orchestrator (4y, Final
complete application modules, such as Billing Services opabeint Monitoring, can be seamlessly
integrated into the system (3).

The range of functionality that integrated applications can provide in MICIS is liontgdy the ESB

and the availableet of services deployed as part of the MICIB. In the upper right corner Bigurel,

we present three different kinds of application modules integrated in the CIPmduelesare A) an
application with its own execution e and explicitly defined workflows, B) an application whose
functionality is implemented as a web service and finally, C) a standalone application with its own
communication infrastructure directly connected tihe ESB. Regardless of the architecture aof
particular applicationMICISCIPprovides the ability for users to access the services of a particular CIS
with the help of its owrfront-end.

3.4 Modeling framework

The MICIS model integration platforICISMIP)is built on Vanderbilt's metaprogrammabbldodel
Integrated Computing (MIC) tool suitalled GME(Modeling Environmenin Figurel) [28]. MIQSwas
developed in the following steps: (1) specificationdofnainspecific modeling languagéisat capture

all relevant architectural and policy modeling aspects of CIS applicatind$?) development of model
transformations for mapping the domain specific models on the MICIS component integration platform
CIS prototypeswere then developed with MIG by building application mode]s automatically
generating the necessary software artifaaadfinally runningthe applications

We enable the framework to model and implement the higher levieinctionalities of theCIS by
capturing the logic that orcletrates their executiorand interaction. In MICISsystem modelsre built



to capture workflows, services, organizations, roles, messages, message attristedeployment
configurations, as well asccess control and security polici®ge find that the explicit representation of
policies over the orchestration logiepresented by workflows iadvantageousn the CIS domairOur
policy modeling language is based on the work of Mitchell et al. on contextual integf]tyit{enables

the formal representation of permitted communications and considers past, as well future,
communication instance&.ater in the paper & discuss some of the aspects of policy representations in
the Policy Evaluation and Enforcemes#gction Detailed example modelare shown in thelllustrative
Examplesection In the MICISarchitecture the Policy Decision Point (PDP) implementsoélthe
decisions thataireto be made in the execion of a workflow thus enforangthe defined policies.

3.5 Model Transformation Layer

The models captured iMICISrepresentthe logic that drives a CIS, or a certain part oHibwever,
without the Model Translator Layeihe modelsserve as fanal documeration only. It is the job ofthe
translatois to generatethe codethat implements the corresponding CIS on top of a SOA platfoha
models are automatically translated to application components, assemided deployed. The
generated artifacts include evkflow descriptions in WWBPEL, web service descriptors in WSibid
access control and privacy policies in Prolaigo, verification and simulation toojswvhich ensure the
correct behavior of the system once deployedn be easily integratedy creatirg appropriate model
translator that configure the given toehutomatically from the models.

The Model Transformation Layeis composed offour sets of model translatos for (1) workflow

orchestration Execution Environment Translatpf2) creaton of the policy rules fopolicy enforcement
(Policy Translat9gr(3) creation of the front-end interface for users in form of html/jsp pagéont End
Skeleton Translatprand (4)driving external tools to verify the design and to simulate éxecutionof

the gystem(Verification Tool Translatar)

3.6 Policy Evaluation and Enforcement

In order to satisfy the privacy and security requirements in clinical workflowshave developed an
applicationrindependent Prologhased Policy Evaluation and Policy EnforcementtRMICISPROPER)
and a policy modeling suitICISPROPERddresgsthe challengs of modeling and enforcing privacy
and security policies, dynamicdeployment ofexisting policiesand customiation of the behavior of
the policy enforcementpoint. It is necessary tosolve the above mentioned issues t@present the
multifaceted requirementsspecified by laws and regulationsuch asHIPAA 13, 14], address the
organization evolutiorand introduce the changes with minimum system detivne.

The presented solutionconsists of the policy and workflow models, policy generataspolicy
verification tool,a policy enforcement point (PERInda policy decision point (PDH5igure2 depictsthe
MICISPROPER architecture

In our approach, policy, workflow and @atmodels are tightly integratedwhich has a significant
advantageinformation duplication and synchronization between multiple aspectthefmodelcan be
avoided Despite the integration of the models, the generation of the policies is independent from the
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generation of the workflow descriptions. Consequently, the underlying policy languagéd be easily
changedby modifying the generats and replacing the policy decision point.

Figure2. TheMICISPROPER architectuie relation with the MICISMIP.

In the MICISmodeling languagethe purpose of a policy model is t@present privacy and security
constraints. A policy model ishen used to generate the policies and policy descriptidrhe generation
is performedby the Policy Translatom MICISCIR the policy descriptioris appliedto inform the policy
enforcement point about the inputs and outputs of thergicesandto drive the policy decision poin&
simple policy description contairsich dataas arguments passed the service, fields returned by the
service, fields used by the policy decision point, timing of policy evalyatimhadditional obligaibns.
We employ Horn clausesn Prolog to describe the policie®y implementingthe Prolog language
directly, MICISimposss stricter requirements on the modeleii.¢., knowledge of the Prolog syntax)
however, it providesmore expressive power tihe policy designer.

Policies and policy descriptiogenerated from the models armanuallydeployedin the local policy
repositolies. The policies are accessed directly by the PDP and PE#licies can be thought of as
independent documents in the policy comar. The policy enforcement point is built into the SOA
environment as the request interceptor in the web service container and is completely transparent to
services and clientgwvoking them This allows for theseamlessreplacement of policiesaddition of
protected servicesand modfication of the policies.Note that redeployment of the policies to the
repositorydoes not cause system downtimé&/henever thePERdecides to block the client requestn
exceptionis generatedand the flow of control is chaged. Fault handling is the responsibility of the
workflow managerand consequentlythe PEPis service andocation independent.The policy decision
point can bereadily substituted,henceMIClScan facilitate decision points from different vendors and
leverage different policy languagesith different expressivenesCurrently, MICISupport the Sun
XACML implementatiofd1] for the OASIS XACML stand§@] and the SWiProlog enging43] for
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