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ABSTRACT to access their medical records as well as request corrections and

disclosures of their personal health informatigh The HIPAA
Security Rule additionally requires healthcare organinatito
provide security protections at the physical, technical, and
" administrative levels to log access to identifiable health
information[3]. Patient Portals are one method to accommodate
the Privacy Rule and provide patientith a simple method to

patient data. Ad hoc system design and implementation of CIS2Ccess their medical records, disclosures, and audits. Designing
can cause unforeseen and unintended privacy and securipUCh @ system optimally to protect patient confidentiality and
breaches. The introduction of modeised design techniques 'esPecthealic ar e providersdo rights is a

combined with the development of hitgvel modeling e begin to address this challenge by caspatient portals, a
abstrations and analysis methods provide a mechanism 1o ey portion of CIS, onto a Servi€@riented Architecture (SOA).
investigate these concerns by conceptually simplifying CIS we developed a domaspecific modeling environment called
without losing expressive power. This work introduces the Model \odetbased Design Environment for Clinical Information
based Design Environment for Clinical Information Systems gsystems (MODECIS) with which we create formal models of

(MODECIS) - a graphical dsign environment that assists CIS healthcare services and features for detailed analysis.
architects in formalizing CIS systems as wifined services.

MODECIS leverages Servigeriented Architectures to create Our initial research with MODECIS successfully demonstrates
realistic system models at an abstract level. By modeling CIS that patient portals can be modeled as SOA. The development of
using abstractions, we enable thmlgsis of legacy architectures, ~ Critical modeling abstractions adds the teatof scalability to our

as well as the design and simulation of, future CIS. We presenttool. Aithough MODECIS is a worin-progress, it is already able

the feasibility of MODECIS via modeling certain functions, such to express multiple aspects of patient portals and has been used to

as the authentication process of the MyHealth@Vanderbilt patientcreate higHidelity models of the MyHealth@Vanderbilt patient
portal. portal, which relate to larger CIS operation.

Clinical information systems (CIS) significantly influence the
quality and efficiency of health care deliverfAowever, CIS are
complex environments that integrate information technologies
human stakeholders, and patispecific data. Given the
sensitivity of patient data, federal regulations require healthcare
providers to adopt policy, as well as technologggtections for

2. BACKGROUND

Patientpor t al s provide means to Vview
1. INTRODUCTIQN o medical records; however, this patient integration also creates
Healh care systems with errors that are difficult to detect and complex policy and technology management issues. Addressing

address can lead to serious mistakes in patient care. To reducgese complications and adhering to both the HIPAA Privacy and
errors, many healtbare organizations have migrated from paper security Rué is a major concern for CIS.

based to Electronic Medical Records (EMR), which have been

shown toincrease both staff productivity and patient saféfy Security was addressed in the PCASSO patient portal system,
Expanding on the success of EMRs, Clinical Information Systems Which, among other features, provided patients and physicians
(CIS) are part of an emerging technology that incorpsteide online access to medical records and the ability to audit these
range of the informational and organipatl components of the ~ records[4]. Pilot studies reported positive effects on patient care
healthcare environment. while maintaining the security of patient records, evidenced by

) ) zero reported security breaches in the portal systems. Despite the
Local and federal regulations concerning the management ofapparent success of the pilot studies, applying the same design
patlent information influence CIS deS|gn and |mp|ementat|0n. strategies to more Complex Systems with |arge numbers of users

The Privacy Rule of the Health Insurance Portability and and available functions may not yield the same positive results.
Accountability Act (HIPAA) sgcifically grants patients the right



As opposed to ad hoc design strategies, SOA is aingglired Without formal representations of daily business processes and
architectural style that enables extensible interoperabilitysimgu their interrelationships within the healthcare environment, it is not
loosely coupled, interacting services to compose complex clearly evident why a patient's medi record is accessed or how
applications[5]. SOA calls upon independent, heterogeneous the interactions between patient and provider are managed. Both
components, known as services, which can be accessed throughnderspecified and ad hoc workflow design can lead to malformed
predefined interfaces and composed intocekflow representing policies with unanticipated consequences, and even seemingly
business logi¢6][7]. The principal design goals of SOA services routine business processes can letml serious privacy

are composability, adaptability, and platform independence, compromises when taken in combinatidd]. Taking this into
which lead to improved interoperability among sys$ and future account, formal workflow models are a starting point for the
extensibility. development and analysis of polidyiven operations supporting

rivacy and security.
Workflows are a conceptual tool that can help capture ’[hep y y

business logic of a system and are a cornerstone of the Busines8his inspired the creation of the building of the tool suite, called
Process Execution Language (BPEBJ. BPEL is part of a MODECIS, where the formal basis of our approach allows for the
group of SOA ochestration languages, which describe processesextension, reuse, and evolution of clinical information systems
from a single point of view (such as the view of the patient portal [Figurel].

in CIS), and it is complemented by a suite of standards for acces§ODECIS has three maicomponents: a) a graphical design
control and security policy modeling. environment for capturing the business logic of CIS through

Model Integrated Computing (MIC) ianother design strategy yvorkflovys, b) an analysis tool, whic_h allows for_the analygis of
information flows and the exploration of security and privacy

that leverages models to capture the requirements, architecture, ) ; . .
and the environment of system in higivel models[9]. The properties of a CIS system mod#levith the graphical design

; i t, and finally ¢) a model translator that maps the CIS
models can have multiple aspects to capture the actual structure ofrvironmen .
the systen in design and the environment in which it will be SPecific workflows to BPEL, WSDL and XACML. By translating

: : : he domain models onto these SOA standards, using the model
deployed. For example, one can imagine models with aspect ) :
depicting the software components of a system (such as an httﬁransfor_matlon too_l (QReAT) of t_he MIC tocuite [16], the
mirror), and the physical location of these components (such asunderlying alternative implementations of SOA platforms for the
the server hosti the mirror). The models can also act as a standards become applicable. This radically simplifies the fast

repository of information, capturing the necessary knowledge for prototyping, integration and testing tasks.

analyzing and generating the system. By capturing the appropriate level disdraction, it is possible to
satisfy utility, security, and policy requirements for CIS. In
MODECIS workflowsi common in SOA provide us with this
abstraction layer, which is suitable for patieentered clinical
information representation and managam&ODECIS with the
workflow abstractions will allow us to perform vulnerability,
security and privacy analyses through model verification and
simulationbased testing tools. In addition to that; mebated
3. APPROACH design will provide the tools for automated teys geneation
Workflows in BPEL (and in generafrovide a representation of  directly from the models.

the manner by which data is accessed, handled, and shared.

SOA has been previously proposed for the design of formally
composed CIS environments[10]. However, current
implementations are limited by the fact they do not model patient
provider interactions. In this paper, we show how SOA can be
applied to a specific patiemtssociated environment.

Figure 1 - MODECIS tool suite



