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Clinical Information SystemdqCIlS) are complex
environments that integrate information
technologies, humans, and patient data. Given the
sensitivity of patient data, fedenagulations require
health careproviders todefineprivacy and security
policies and todeployenforcementechnologes The
introduction of modebased design techniques,
combined with the development of highel
modeling abstractions and analysi®tinods, provide

a mechanism to investigate these concerns hy
conceptually simplifying CIS withousacrificing
expressive power. This work introduces the Model
based Design Environment for Clinical Information
SystemgMODECIS, which isa graphical design
environment that assists CIS architects in formalizing
systems and services. MODECIS leverages Service
Oriented Architectures to create realistic system
models as abstractions. MODECIS enables the
analysis of legacy architectures and the design and
simulaion of future CIS. We present the feasibility of
MODECIS by modelingoperations such asuser
authentication, of MyHealth@Vanderhilta real
world patient portal in use at the Vanderbilt
University Medical Center

INTRODUCTION

A health care system witérrors that are difficult to
find and correctcan lead to serious mistakes in the
treatment of patientsTo mitigate errors, many health
care organizations have moved papased records
to Electronic Medical Records (EMRs), which have
been shown to imease staff productivity and patient
safety’ Beyond EMRs, Clinical Information Systems
(CIS) are emerging as a technology that builds upon
EMRs as a foundation and integrate widerrange of
the informationand organizational components in a
health care environment. Given the potential for
errors and the sensitivity of patient information, the
design of CIS is a critical issue that affects the well
being of patients.

Local and federal policies regarding eth
management of patient information influence the
design and implementation of CIS. Specifically, the

Privacy Rule of the Health Insurance Portability and
Accountability Act (HIPAA) provides patients the
right to access their medical records, request
comections to those records, and request a log of
disclosures of their personal health informafiofihe
HIPAA Security Rule requires health care
organizations to implement security protections at the
physical,technical, and administrative levetsorder

to monitor and document access to identifiable health
information® Patient portals are one way to meet the
mandats of the Privacyand SecurityRules and
provide mtients with a costffective method to view
their medical records, disclosures, and access audits.
However, the optimal design of such a system to
protect patient confidentiality and respect the rights
of health care providers is an unresolved challenge.

In this paper, we begin to address this challenge
by casting patient portals, a portion of CIS, onto a
ServiceOriented Architecture (SOA). We developed
a domainspecific modeling environment called
Modelbased Design Environment for Clinical
Information Systems (MODECIS), which we ude
create formal models of system services and features
for rigorous analysis. We seek to investigate the
privacy and security implications of patient portals,
determine the information passed among care
providers and patigs, and characterize where patient
data is stored.

Our research shows that patient portals can be
representedas a SOA through the application of
MODECIS In addition, our development of
modeling abstractions for organizational and
technical system compentssupports thescalability
and reusabilityof our tool. MODECIS is a workn-
progressput this work demonstrates that itaeady
capable of capturing multiple aspects of patient
portals inthe context of complemodernCIS.

BACKGROUND

Web portal technologies provide patients with the
opportunity to view, and contribute to, their medical
records. Since the miel990s, the National Institutes
of Health has supported the developmesmtd



prototyping oftelemedicine systems for patient access
to electonic medical record$’ For example, he
PCASSO systemprovided patients and physicians
with online &cess to medical records, the ability to
audit access to records, messaging between patients
and physicians, and authorization fbealth care
functions® The userof theseportal systems reported
positive effects on care

At the same timethe integration of patients into
the realm of electronic medical records creates
complex policy and technology management issues.
Privacy and confidentiality of medical infornmat is
a majorconcern for CIS and iakey issue to address
for successful deployment of such systéms.
Computer scurity has been addressed in specfi§
and patient portal$'? These protections were
successfully applied in the aforementioned studies
andno security breaches wereported in the portal
systems. Yet, the pilot studies enrolled relatively
small numlers of patients and were limited in their
functionality. These systems may not be predictive of
the societal effects of much broader availability of
online medical records.

Medical systemshave evolved from groups of
medical portals such as separate plgian portas
and patient portak,'® into orchestrated applications
that facilitate standardized communicatioamong
web-services: Recently, SOA were proposed fibre
formal design of such medical systémgo aid
clinical decision support systems and integrate
standards, such as HL7.However, existing
implementations are limited in that they do not model
CIS in the context gpatientprovider interactions. In
this paper, we illustrate how SOA can be applied to a
specific patiententricenvironment.

METHODS

MyHealth@Vanderbilt Patient Portal

We evaluate the technical capability of MODECIS
against the realities of patient rea We build on
unique insight provided bglinical operatios of the
MyHealth@Vanderbilt (MHAV) patient portal
which is in operation at the Vanderbilt University
Medical CentefVUMC). The MHAYV portal is one
of the more advancednline patienttenteredhealth
caresites in operatioft® It providesa growing set of
individualized webbased services to more than
25,000 enrolled individuals and approximately
50,000 care providers.

Services for patientsnclude secure message
based communications between providers and
patients that are automatically incorporated into the
relevant electronic medical records, the ability for
patients to request appointments onlinghe

opportunity view the current status of theirilling
information and access to personalized literature
relevant to their health status. TMHAV website
also offers the availability of clinical laboratory
results and other components of the electronic
medical record to patients thatere previously
available only to physicians and other headtire
providers.

To apply MODECIS to the MHAV portal, &
held collaborative and iterative design sessions with
system developers and administrators from the
VUMC, where the patient portal was developatd
is mantained This collaborationenabled us to
evaluate MODECIS in a realworld environment
which is crucial to demonstratehe effectiveness of
the servicemrienteddesign approach.

MODECIS and SOA
Here,we provide details into MODECIS and patient
portal gystems design

MODECIS isbuild usingthe Generic Modeling
Environment (GME), which is part of the Model
Integrated Computing tool suité?® In GME, we
defined a domabkspecific modeling language that
was dsigned for CIS environmentslhe architecture
of MODECIS was basedn the Business Process
Execution Language for Web Services (BPEL4WS),
which is a SOA standard designed for the
orchestration of web servics. The MODECIS
language is suitable for modeling organizational,
workflow, service, and policy models of patient
portals.

The MHAV portal is a component of a larger
CIS at the VUMC where it interacts with the
electronic medical record system. Our dasig
meetings revealed that tlsgstem components of the
VUMC CIS handle requests for accessing
information and services through complex
information flowsthat are constantly evolving. The
VUMC CIS, and similar legacy systems, tend to
consist ofhardwired information flows thabbscure
the orchestration logic. To make the logic more
explicitt, MODECIS leverages SOA0 separate the
low-level implementation detailsdm the higHevel
abstractions. By m@asting CIS into the SOA
environment of MODECISwe can gneratea highly
analyzable and  dynamically  reconfigurable
orchestration layer that supports service interactions
This is possible because SOAwas specifically
designed for integration within complex enterprise
systems to support busiseprocesses and fsware
users.

MODECIS capturesCIS orchestration logic with
the assistancef workflow models. In this context,
workflow models aredirected grapls that describe



control and data flows within th€IS system.It is

crucial to modelthe workflows of CIS beausethey

provide a representation dfiow patient data is

accessed, handled, and shatacaddition, workflows
allow system architects to characterize the

interactions betweendiverse entities witim the

system, suchas physical databaseand people as

well as the information traveling betweesuch

entities. For a completeCIS mode| we must
integrate workflow models with the underlying

architectures and physikt entities. Thismeans that
there is a complicatedsocial and technical
architecturebehindthe services of the MHAV patient
portal which mustbe explicitly represented.

By capturing theappropriatdevel of abstraction
MODECIS makes it possible to fulfill utility,
security and policy requirementfor CIS. For
example, wrkflow abstractions adw system
architects to perform vulnerability, security and
privacy investigationghrough enterpriséevel model
verification and simulatiofbased testing toalsSOA
provides abstractions for patiecgntered clinical
information managementln contrast, the modet
based design and system integratiask focuses on
the formal representation of information processes
and security/safetgolicies. In addition, modédased
design provides the tools for automated system
geneation directly from the models.

Fig 1.Organizationamodelsof roles and groups in
the MODECIS environment.

RESULTS

To demonstrate andvaluatethe expressiveness of
MODECIS, we constructed models of tHdHAV
patient portal. Collaborain with portal developes
provided a key asset in creating and validating our
representations. The resulting, hiiigelity models
focus on four views of CIS: organization,
deployment, service, and data.

Organizational Abstractions

To capture the human coordination within Cl&ée
applied MODECIS to create organizational models
(Figure 1)that reflecting interand intradepartmental
interaction, as well as roles within departments.
Interdepartmental interactions capture the
communication of information between separate
clinical entities €.g., hardware servers and human
service providers), such as what would occur when a
patient is referred bya healthcare provider to a
specialist in another department. In contrast,
intradepartmental interactions express the flow of
information within a single clinical department. For
example, an individual who schedules appointments
within the gastroenterology department can have a
different role, title, andetof responsibilites than an
individual who performs the same tasktlie internal
medicine department. This is particularly so when
temporary employees, who move between
departments and responsibilities, are taken into
consideration. Acknowledging this, tidODECIS
models contain roles specifying tasks and groups to
whom these taskgaassigned.

Deployment Abstractions

The distribution of portal services across deployments
raises complex logistical, privacy, and security
concerns. We can address these issues through
deployment modelsghat capture the coordination of
machines within GS. This is often referred to as the
network architecture MODECIS models of MHAV
depict hospital servers and workstations along with
the services they provide. For instance, the MHAV
server is housed separately from the hospital EMR
server, but both prade portal services.

Service Abstractions

The MHAV service models define the workflows of
hospital staff and portaklated software. Each
workflow is composed of control flow&ictured at
the topright of Figure 2) which specify the sequence
of savice invocations, and data flovjgictured at the
bottomright of Figure 2) which spedy the
movement of information.



