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Abstract— The problem of cooperative fusion in the pres-
ence of both Byzantine sensors and misinformed sensors is
considered. An information theoretic formulation is used to
characterize the Shannoncapacity of sensorfusion. It is shown
that when there are fewer Byzantine sensors than honest
sensors,the effect of Byzantine attack can be entirely mitigated,
and the fusion capacity is identical to that when all sensorsare
honest.However, when at least as many sensorsare Byzantine
as are honest, the Byzantine sensorscan completely defeat the
sensorfusion sothat no information can be transmitted reliably.
A capacity achieving transmit-then-verify strategy is proposed
for the casethat fewer sensorsare Byzantine than honest,and
its error probability and coding rate is analyzed by using a
Mark ov decisionprocessmodeling of the transmissionprotocol.

Index Terms— Sensor Fusion, Byzantine Attack, Shannon
Capacity, Network Security.

I . INTRODUCTION

W IRELESSsensornetworks arenot physicallysecure;
they are vulnerableto variousattacks.For example,

sensorsmay be capturedandanalyzedsuchthat theattacker
gains inside information about the communicationscheme
and networking protocols.The attacker can then reprogram
the compromisedsensorsand use them to launch the so-
calledByzantineattack.This paperpresentsan information
theoreticapproachto sensorfusionin thepresenceof Byzan-
tine sensors.

A. Cooperative SensorFusion

We consider the problem of cooperative sensorfusion
as illustrated in Fig. 1 where the fusion center extracts
information from a sensor�eld. By cooperative fusion we
meanthat sensors�rst reacha consensusamongthemselves
about the fusion message.They then deliver the agreed
messageto the fusion centercollaboratively. We will not be
concernedwith how sensorsreachconsensusin this paper;
seee.g., [1]. We focus insteadon achieving the maximum
rateof sensorfusion.

The sensorfusion problem is trivial if the consensusis
perfect,i.e., all thesensorsagreeonthesamefusionmessage.
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Fig. 1. Cooperative sensorfusion in the presenceof Byzantinesensors.

If the fusion centercan only communicatewith one sensor
at a time, and there is no limit on how many times a
sensorcan transmit (i.e., no energy constraints),there is
no differencebetweenhaving a singlesensordelivering the
messageandhaving any numberof sensorstransmittingthe
messagecollaboratively. Thecapacityof suchanidealfusion
is given by the classicalShannontheory

C = max
p(x )

I (X ; Y) (1)

where X is the transmittedsymbol by a sensor, Y the
received symbol,andp(x) the distribution usedto generate
the codebook.Also for this case,even if thereis a feedback
channelfrom the fusion centerto sensors,the capacitydoes
not increase[2].

Cooperativefusionbecomesimportantif consensuscannot
be reached,i.e., thereis a probability � > 0 thata particular
sensor is misinformed about what messageto transmit.
Thus there is a positive probability that a particularsensor
communicatingwith thefusioncenteris deliveringthewrong
message.It is no longerobviouswhat thecapacityof sensor
fusion is. In [3], a numberof sensorfusion modelsarecon-
sidered,andthefusioncapacityis obtainedfor severalcases.
Most relevantto this paperis thefusionmodelin which there
is a feedbackchannelfrom the fusion centerto individual
sensors,and the fusion center polls speci�c sensorsfor
transmissions.Optimizedamongall polling strategies, it is
shown that, for any � < 1, the fusion capacityis alsogiven
by C in (1). The strategy given in [3] can be characterized
as “identify-then-transmit”by �rst using an asymptotically
negligible numberof transmissionsto identify a sensorthat



is correctly informed then letting that sensortransmit the
entirecodeword.

B. ByzantineAttack and RelatedWork

The problemconsideredin this paperis when a fraction
� of sensorsare Byzantine sensorsand a fraction 
 are
misinformed.Thegoalof theByzantinesensorsis to disrupt
the sensorfusion collaboratively.

As in [3], we assumemisinformedsensorsbehave hon-
estly, but with a randomlychosenmessage.Byzantinesen-
sors,however, are much more malicious.We assumethey
have full knowledgeof thesystemandimposeno restriction
on what they can transmit.In particular, Byzantinesensors
know the transmissionstrategy including the codebookand
the polling strategy of the fusion center. They also know,
of course,the correct fusion message.Unlike misinformed
sensorswhich are required to pick a message,albeit an
incorrectone,and thenstick with it, Byzantinesensorscan
be malicioussometimesandbehave in othertimesashonest
sensorsin orderto evadedetectionby the fusioncenter. Fur-
thermore,they can coordinateamongthemselves(unknown
to both the honestsensorsand the fusion center)to launch
the so-called Byzantine attack. As a result, the capacity
achieving coding and transmissionstrategies developedin
[3] areno longerapplicable.

The notion of Byzantineattackhasits root in the Byzan-
tine generalsproblem[4], [5] in which a cliqueof traitorous
generalsconspire to prevent loyal generalsfrom forming
consensus.It wasshown in [4] thatconsensusin thepresence
of Byzantine attack is possible if and only if less than
a third of the generalsare traitorous. Relaxing the strict
de�nition of consensusof [4], P�tzmann and Waidneruses
aninformationtheoreticapproachto show thattheByzantine
generalsproblem can be solved for an arbitrarily large
fraction of traitorousnodes[6]. Theseand other Byzantine
consensusresults[1] are relevant to the currentpaperonly
in that they dealwith the consensusprocessprior to sensor
fusion.

CounteringByzantineattacksin communicationnetworks
hasalso beenstudiedin the pastby many authors.Seethe
earlierwork of Perlman[7] andalsomorerecentreview [8],
[9]. An information theoreticnetwork coding approachto
Byzantineattack is presentedin [10]. Karlof and Wagner
[11] considerrouting security in wirelesssensornetworks.
They introducedifferentkindsof attacksandanalyzesecurity
risks of all major existing sensornetwork routing protocols.
Countermeasuresanddesignconsiderationsfor securerout-
ing in sensornetworks are also discussed.It is shown that
cryptographyaloneis not enough;carefulprotocoldesignis
necessary.

Therehasbeenlimited attemptin dealingwith Byzantine
attacksfor sensorfusion.The problemof optimalByzantine
attackof sensorfusionfor distributeddetectionis considered
in [12] wherethe authorsshow that exponentiallydecaying
detectionerror probabilitiescan still be maintainedif and
only if the fraction of Byzantinesensorsis lessthanhalf. A
witness-basedapproachto sensorfusion is proposedby Du

et. al. [13] where the fusion centerand a set of witnesses
jointly authenticatethefusiondataby theuseof theMessage
Authentication Code. The authors of [13] are concerned
with the trustworthinessof the fusion center. In contrast,we
addressthe problemof sensorfusion with malicioussensors
attackingthe fusion centerfrom within.

C. Main Resultand Organization

The main resultof this paperis to show that, if polling of
the fusion centeris allowed, and the polling is perfect,the
capacityof sensorfusion in thepresenceof Byzantineattack
is againC in (1) when the fraction of Byzantinesensorsis
less than that of the honestsensors,and 0 otherwise.The
conditionthat therearefewer Byzantinesensorsthanhonest
sensorscanbe written � < 1 � � � 
 , or 2� < 1 � 
 .

The converseof the result holds trivially for 2� < 1 � 

becausethe capacityof the sensorfusion in the absenceof
Byzantine and misinformed sensorsis C. For 2� � 1 �

 , we show that it is possiblefor the Byzantinesensorsto
completelydefeat the fusion centerand honestsensorsby
acting in sucha way that there are two groupsof sensors
of exactly the samesize, one acting honestlywith the true
message,the otheractinghonestlybut with a falsemessage.
It is thus impossiblefor the fusion centerto distinguishthe
set transmittingthe true messagefrom the set transmitting
the false one, so it cannot decodethe true messagewith
probability more than 1

2 .
To show the achievability for 2� < 1 � 
 , we proposea

transmissionandcodingstrategy different from that for just
misinformedsensors[3], for which the capacityachieving
strategy can be called “identify-then-transmit”, where the
fusion center�rst identi�es an honestsensor, then receives
theentiremessagefrom thatsensor. Herewe mustdealwith
the situation in which a Byzantinesensormay pretendto
be an honestsensor. The key idea is oneof “transmit-then-
verify”. Speci�cally, we �rst commit a sensor(Byzantine,
misinformed, or honest) to transmit part of a codeword
and then verify if the sensoris trustworthy. After a sensor
has transmitted,the fusion centerveri�es the transmission
using a randombinning procedure.Under this procedure,a
Byzantinesensoreither has to act honestlyor reveal with
high probability its identity. We then have to show that the
overheadin the veri�cation diminishesas the length of the
codeword increases.

This paper is organized as follows. In Section II, we
presentmodels for sensors,communicationchannels,and
network setup.Themainresultis givenandsketchof proofs
arepresentedin SectionIII. We concludein SectionIV.

I I . MODEL AND DEFINITIONS

A. FusionNetworkand CommunicationChannels

A sensor is Byzantine if it can behave arbitrarily. A
sensoris honestif it behavesonly accordingto thespeci�ed
protocol.A sensoris misinformedif it behavesexactly likean
honestsensor, but with a randommessageselecteduniformly
from thesetof all possiblemessages,independentof all other
misinformedsensors,and independentof the true message.



Let � be the probability that a randomlyselectedsensoris
Byzantineand
 be the probability that a randomlyselected
sensorsis misinformed.With probably1� � � 
 , a randomly
chosensensoris honest.We assumethat the sensornetwork
is large in the sensethat there are an in�nite number of
elements.This assumptionensuresthat the probability that
thereareno honestnodesis zero.

Sensorscancommunicatewith the fusion centerdirectly,
and the transmissionsare time slotted.We assumethat the
uplink channelfrom eachsensorto the fusion center is a
DiscreteMemorylessChannel(DMC) fX ; Y; q(yjx)g where
X is the input alphabet,Y the output alphabet,and q(yjx)
the transitionprobability of the channel.The assumptionof
identical channelis restrictive and synchronizationdif�cult
when the network is large and the fusion centerstationary.
The assumedmodel is reasonable,however, if the fusion
center is a mobile accesspoint that can travel aroundthe
network, and a sensoronly transmitsto the fusion center
whenit is activatedby andsynchronizedto thefusioncenter.

We assumethat thereis a polling channelfrom the fusion
centerto eachsensor. Since the fusion centeris not power
limited, we assumethe polling channelis error free with
in�nite capacity.

B. TransmissionProtocol

Before sensorfusion starts, we assumethat all honest
sensorshave, without error, agreedupon a fusion message
W 2 f 1; � � � ; M g that is uniformly distributed. The code
is in generalvariablelength and dynamicallygenerated,so
thereis no single�x ed codebook.However, we assumethat
the sensorsmay have any numberof �x ed codebooksto use
aspiecesof the code.

The fusion centerpolls onenodeto transmitone symbol
in eachtime slot. At time t, the fusion centerpolls nodeK t

to transmita symbolX t . The symbolreceivedby the fusion
centeris then Yt . The fusion centermay chooseK t based
on previously received symbols Y t � 1 and polling history
K t � 1. Since the polling channelhas in�nite capacity, K t

may chooseX t basedon all symbolspreviously received
by the fusion centerY t � 1, the polling history K t � 1, and
anything else the fusion center choosesto send to it. It
may also baseX t on all previous transmissionsthat it has
made itself, but not those madeby other sensors.Honest
sensors,of course,also have accessto the messageW .
We assumethat Byzantine sensorsalso know the fusion
message,but misinformedsensorsonly have accessto their
own independentlygeneratedmessage.

If a sensoris Byzantine,it mayalsobaseits choiceof X t

on all transmittedsymbols,including thosesent by honest
sensors,and any additional information the fusion center
sendsto any sensor. We also assumethat the Byzantine
sensorsknow the algorithm the fusion center and honest
sensorsare using,and that they may communicatesecurely
amongthemselveswith zeroerror.

After the fusion center receives Yt , it decideswhether
to continuepolling basedon Y t and K t . If it decidesto
continue,then it moves on to the next time slot t + 1 and

startsthe polling stepagain.Otherwise,it decodesbasedon
collectedobservations.

C. AchievableRatesand Capacity

Let N be the random variable representingthe total
number of symbols sent in a coding session.Once the
fusioncenterdecidesit is donepolling, it decodestheglobal
messagebasedon Y N and K N . The decodedmessageis
denotedby Ŵ 2 f 1; � � � ; M g. A decodingerror occursif
Ŵ 6= W .

The rate of a codeis de�ned as

R ,
log(M )
E(N )

;

where M is the number of messagesand E(N ) is the
expectednumber of symbols transmittedduring a coding
session.Theprobabilityof error is de�ned asPe , Pr(Ŵ 6=
W ), where W is the message,uniformly selectedfrom
f 1; � � � ; M g, and Ŵ is the decodedmessage.Pe will in
generaldependon the actionsof the Byzantinesensors.A
rateR is calledachievable if for any given error � > 0 and
any choiceof actionsby the Byzantinesensors,thereexists
a codewith rate larger than R � � and probability of error
less than � . The capacity of this systemis de�ned as the
maximumof all achievablerates.

I I I . FUSION CAPACITY

The main result of this paperis given by the following
theoremthatcharacterizesthecapacityfor thefusionnetwork
describedin SecII.

Theorem: The capacityof this systemis

Cbyz =
�

C; if 2� < 1 � 

0; if 2� � 1 � 


whereC is de�ned in (1). In particular, if 
 = 0, Cbyz = C
if andonly if � < 1=2.

Theproof of this theoremfollows. In SubsectionIII-A, we
prove theconverse.In SubsectionIII-B, we describethecod-
ing strategy usedto prove achievability. In SubsectionIII-C,
we de�ne someerroreventsanddiscusstheerrorprobability.
Finally, in SubsectionIII-D, wediscusstherateof thiscoding
scheme.

A. Converse

Supposethat � = 
 = 0 and that all the sensorsmay
communicatewith eachotherwith zeroerror. Certainlythese
assumptionscannotdecreasethe capacityfor any � and 
 .
Sincethe sensorscancommunicatewith eachother, we can
think of theentiresensornetwork asa singleencoderfor the
DMC with perfectfeedback,becausethesensorsareallowed
to know all previously receivedsymbolsby thefusioncenter.
Thusundertheseassumptionsthis systemreducesto a point-
to-point DMC with perfect feedback.In that system,the
feedbackdoesnot increasecapacity[2], so the capacityis
C. Thus,the capacityof the sensornetwork with Byzantine
sensorscannothave capacitygreaterthanthis, so Cbyz � C
for all � and 
 .



Next we show that if 2� � 1 � 
 , then Cbyz = 0. To
do this, we will show that for any algorithm to be usedby
the fusion centerand honestsensors,the Byzantinesensors
will be able to make it impossiblefor the probability of
error to be madearbitrarily small. The schemeperformed
by the Byzantinesensorsto accomplishthis is as follows.
They divide themselvesinto two groups,onewith 1� 


2 of the
sensors,andonewith � � 1� 


2 of thesensors.Thesensorsin
the latter group act exactly like honestsensors.Sincethere
is no way for the honestsensorsto know anything that the
Byzantinesensorsdo not, it will beimpossibleto distinguish
an honestsensorfrom a Byzantinesensoracting honestly.
The sensorsin the former groupalsoact exactly like honest
sensors,but with amessagedifferentfrom thetrueone.There
are now three groupsof sensors:the misinformedsensors,
sensorsthat act honestlywith the true message,andsensors
that act honestly with an incorrect message.The second
group is madeup of the honestsensorsand the Byzantine
sensorsthat act honestly. The fusion centerwill be able to
distinguish the misinformedgroup from the other groups,
but since the secondand third groupsboth containexactly
a 1� 


2 fraction of the sensors,no matter what the fusion
centerdoes,it will not be able to determinewhich group is
reportingthe true messageandwhich groupis reportingthe
falseone,so it will not be able to decodethe true message
with probability greaterthan 1

2 . Thereforethe converseof
the theoremholds.

B. CodingStrategy

To prove the direct part of the theorem,we �rst describe
the coding strategy that will achieve this rate. The coding
schemecan be describedas a “transmit-then-verify” proce-
dure. In other words, �rst we ask a sensorto sendpart of
themessageto thefusioncenter. After that,thefusioncenter
pollsothersensorsto verify whetherthereceivedinformation
is correct.Thus,if a Byzantinesensoris selectedto transmit
themessage,it cansenderroneousinformation,but thenwith
high probability it will be discovered to be erroneousin
the “verify” step. The Byzantinesensorcan sendthe true
information,but thenit will be veri�ed, so the fusion center
now has that information, and knows it to be correct. As
long as the fusion center always veri�es any information
it receives, the Byzantinesensorscan never get any false
information through. The best they can do is to prolong
the coding process,but we will show that this additional
overheadcanbe madeto be negligible.

The coding strategy is as follows. We �rst break the
messageup into v chunks, suchthat eachchunkcontainsan
equalpartof theinformationin themessage,andthemessage
will be perfectlyreconstructiblegiven all the chunks.These
chunkscould be, for example,the v digits representingthe
messageW when it is written as a numberin a particular
base.Thefusioncenterwill try to obtainthev chunksoneat
time, andverify that eachchunkobtainedis from an honest
transmission.

Next we describethe two codebooksto be used in the
uplink transmissionover the DMC q(yjx). Take any � > 0

andR < C. Let thenumberof possiblemessagesM = 2nR ,
so that the messageset is f 1; � � � ; 2nR g and the set of all
possiblechunksis f 1; � � � ; 2nR=v g. The �rst codebookG1 is
a (2nR=v ; n=v; � ) codeto transmitthechunk,where(M ; n; � )
representsacodeovertheDMC with M messages,n channel
uses,and probability of error lessthan � . When a sensoris
requestedto transmit,say, the i th chunkof the message,an
honestor misinformedsensorwill useG1 to transmitthe i th
chunkof its message.A Byzantinesensorcanchooseto act
honestlyanduseG1 to transmitthe correctchunk,or it can
transmitany othersignal.

The secondcodebookG2 is a (j; l ; � ) code usedby the
sensorin the veri�cation process.Speci�cally, to verify if a
transmissionrepresentscorrectinformation,thefusioncenter
usesa randombinning technique.It distributesall possible
chunks into j bins and broadcaststhe bin index of each
possiblechunk to the sensors.The fusion centerthen asks
k sensorsto transmit the bin index of the particularchunk
that thefusioncenteris verifying. An honestor misinformed
sensorwill transmitthe bin index of its chunk to the fusion
centerusing this secondcodebookG2. A Byzantinesensor,
if requestedfor the index, again can transmit arbitrarily,
includingactinghonestlyby usingG2 to transmitthecorrect
index. For �x ed j , the code length l is chosensuf�ciently
long for transmittingthebin index accuratelyover theDMC.
The numbersj and k are functions of decoding error �
and are chosensuf�ciently large to ensurethe �delity of
veri�cation but not large enoughto penalizethe rate. We
commenton the selectionof themin SectionIII-C.

The detailedtransmissionprotocol is as follows.

0) Thefusioncenterrandomlyselectsa sensorto transmit
the next chunk(startingat the �rst chunk).

1) If the selectedsensoris honest,it transmitsthe entire
chunk using the codebookG1. (If the selectedsensor
is Byzantine,it canact arbitrarily).

2) Thefusioncenterrandomlyplaceseachelementin the
set of all possiblechunksinto one of j bins. It then
randomlyselectsk sensors,and sendsthe binning to
eachof them.That is, it informs the k sensorswhich
of the j 2nR=v

possiblemappingsfrom f 1; : : : ; 2nR=v g
to f 1; : : : ; j g it hasselected.Eachof thosek sensors
thensendsthebin index of its chunkbackto thefusion
centerusingcodeG2.

3) If the plurality of the k receivedbin indicesmatchthe
bin index of thechunkthatwasreceivedin step(1), the
fusioncenteracceptsthatchunk.Otherwiseit declines
it.

4) If the chunkwasaccepted,the fusion centerkeepsthe
samesensorselectedandmoveson to the next chunk
(go to step 1). If it was declined. the fusion center
randomlyselectsa new sensorandtriesagainwith the
samechunk(step0).

5) Polling stops when all chunks have been received
and accepted.To complete the coding process,the
fusion centerextracts the original messagefrom the
v acceptedchunks.



Note that eachtime we run throughsteps(1) through (4),
we usethe channeln=v + kl times.

In step (2), we have useda randombinning procedure.
This is differentfrom thewaysucha procedureis oftenused,
such as in a common proof of the Slepian-Wolf theorem
[2]. There,randombinning is usedas a techniqueto show
thatat leastonecodesatisfyingcertainpropertiesmustexist.
Here,we actuallyconstructandusean entirely new random
binningevery timewe do step(2). This is necessarybecause
if we usedsome�x edor deterministicbinning,theByzantine
sensorswouldknow thebinningto beusedbeforehand.Thus,
if a Byzantinesensoris selectedto transmita chunkin step
(1), it couldtransmitanincorrectchunkfalling into thesame
bin as the real chunk, which would make the veri�cation
processuseless.The probability that the Byzantinesensor
can�nd sucha misleadingchunkmustbesmall,sowe need
dynamicrandombinning.

If � + 
 < 1=2 (in particular, if 
 = 0), thenthefollowing
simpli�cation canbemadeto step(2). Insteadof constructing
a randombinning,eachof the k sensorssendsto the fusion
centerwhetheror not the chunk that the fusion centerhas
just receivedmatchesthetruechunk.ThusG2 canbereduced
to a (2; l ; � ) code,sinceonly oneof two messages—thatthe
chunk is corrector not—mustbe communicated.This only
works whenmore thanhalf of the sensorsarehonest,since
all the misinformedandByzantinesensorswill likely report
that the true chunk is incorrect,and we expect more than
half of the k sensorsto be honestonly if more thanhalf of
all the sensorsarehonest.The restof the proof will assume
useof the above schemeandnot the simpli�cation, but the
argumentis almostentirely identical.

C. Error Eventsand Error Probability Analysis

Weshow next that,with appropriatelychosenn; v; j; l ; k in
thetwo codebooks,theprobabilitythata messageis decoded
incorrectlygoesto zero,and the decodingprocesswill end
with an averagenumberof transmissionsapproximatelyn +
O(�n ). Thuswith a messagesetof size2nR , andR � C � � ,
we have the proof of the main theorem.

To analyzetheprobabilityof error, weneedto de�ne some
events.EventsA1; A2; A3 arethe mostbasicwaysin which
errorscan occur. B1; B2; C have to do with the conclusion
thefusioncenterreaches,andthusdeterminehow thecoding
will progress.

� A1: A codingerroroccursin step(1), i.e., the transmit-
ted chunk is different from the decodedone.

� A2: Of thek bin indicesthataredecodedin step(2), the
plurality do not equalthe bin index for the true chunk.

� A3: For a given pair of distinct chunks,they are both
put into the samebin in step(2).

� B1: The chunk is declinedin step(3).
� B2: A chunk is acceptedin step(3) and that chunk is

not the true one.
� C: The true chunk is transmittedin step(1).

The following lemma boundsthe probabilitiesof events
relevant to the error analysis.

Lemma1: De�ne

p1
�= Pr(B1 jC); p2

�= Pr(B2jCc);

p3
�= Pr(B2 jC):

For suf�ciently large j and k, and no matter what the
Byzantinesensorsdo, Pr(A i ) � � for i = 1; 2; 3, and

p1 � Pr(A1) + Pr(A2); p2 � Pr(A2) + Pr(A3);
p3 � Pr(A1)(Pr( A2) + Pr(A3)) :

Proof: SinceG1 was constructedto have error proba-
bility lessthat � , Pr(A1) � � .

Now we show Pr(A2) � � for suf�ciently large k.
Considerone of the k sensorspolled in step (2). Let �
be the probability that the sensoris honestand a G2 error
doesnot occurwhenit sendsits bin index in step(2). Thus
� = (1 � � � 
 )(1 � � ). Let � 0 be the probability that the
sensoris Byzantineor aG2 erroroccurs,so� 0 = � + � (1� � ).
Let 
 0 be the probability that the sensoris misinformedand
a G2 error doesnot occur, so 
 0 = 
 (1 � � ): Let the random
variableA be the numberof the k sensorsthat are honest
without a G2 error, B be the numberthat are Byzantineor
have a G2 error, andC be the numberthat aremisinformed
without a G2 error. By the law of large numbers,there is
somek large enoughsuchthat

Pr
� �

�
�
A
k

� �
�
�
� < �;

�
�
�
B
k

� � 0
�
�
� < �;

�
�
�
C
k

� 
 0
�
�
� < �

�
> 1 �

�
2

:

(2)
If � + 
 < 1=2, thenfor suf�ciently small � , � � � > 1=2, so
by (2) Pr(A > k=2) > 1� �=2, which meanstheprobability
of themajority—andhencetheplurality—of thedecodedbin
indicesbeing incorrectis lessthan � .

Now we considerthe � + 
 � 1=2 case.In orderfor an in-
correctbin index to achieve the plurality, somecombination
of the Byzantineand misinformedsensorsall transmitting
the samebin index mustform a grouplarger thanthe group
of honestsensorsthatarepolled.If we assumetheByzantine
sensorsknow the misinformedsensors'messages,the worst
they cando is all chooseto sendthe samebin index asthat
of thelargestgroupof misinformedsensorswith messagesin
thesamebin. Thus,A2 will occurif thereis a setof A � B of
the C misinformedsensorsthat all have the samemessage.
Let q(i; c) be the probability that, of a setof c misinformed
sensors,at least one subsetof i sensorshave messagesin
the samebin. Thereare

� c
i

�
subsetsof size i from a set of

size c, and the chunksof any such subsetof misinformed
sensorshave probability 1=j i � 1 of all falling into the same
bin. Thus

q(i; c) �
�

c
i

�
1

j i � 1 : (3)

From(2), A � (� � � )k, B � (� 0+ � )k, or C � (
 0+ � )k with
probabilityat most�=2. If not, recallPr(A 2) = q(A � B ; C),
andA � B > (� � � )k � (� 0+ � )k = (� � � 0+ 2� )k while
C < (
 0+ � )k. Note that q(i; c) is monotonicallydecreasing



in i andmonotonicallyincreasingin c. Thus

Pr(A2) �
�
2

+ q(b(� � � 0 � 2� )kc; d(
 0+ � )ke)

�
�
2

+
�

d(
 0+ � )ke
b(� � � 0 � 2� )kc

�
j �b ( � � � 0� 2� )kc+1 (4)

�
�
2

+ j

 
1
j

�
d(
 0+ � )ke

�b (� � � 0 � 2� )kc + 1
�

! b( � � � 0� 2� )kc

(5)

�
�
2

+ j
�

(
 0 � � + � 0+ 3� )k + 3
j

� ( � � � 0� 2� )k

= � + j
�

(1 � 2� + 3� )k + 3
j

� ( � � � 0� 2� )k

(6)

where(4) is from (3), (5) because
� a

b

�
� (a � b+ 1)b, and

(6) since � + � 0 + 
 0 = 1. Note that 1 � 2� > 0 because
� + 
 > 1=2. For suf�ciently small � , 1 � 2� + 3� < 1, so
for suf�ciently large k, (1 � 2� + 3� )k + 3 � k. Thus

Pr(A2) �
�
2

+ j
�

k
j

� ( � � � 0� 2� )k

:

Since2� < 1 � 
 , for suf�ciently small � , � � � 0 � 2� > 0.
Thus if we let 2k � j � 3k, then for large enoughk, the
secondterm above is lessthan �=2, so Pr(A 2) � � .

Next we show Pr(A3) � � for suf�ciently large j . Since
therearej bins,theprobability that two differentchunksare
put into the samebin in step (2) is 1=j . Thus if j � 1=�,
Pr(A3) � � . Note that achieving this conditionon j aswell
as that above requiresk � 1

3� .
Note that p1 is the probability that the received chunk is

declined in step (3) given the true chunk was transmitted
in step (1). One way for this to happenis for there to be
a coding error in step (1), i.e., A 1 occurs,so the received
chunkwill not be the true chunk,so the polled sensorsmay
not con�rm it. Note that a codingerror doesnot necessitate
thechunkbeingdeclined,but it doescover a largesetof the
waysit couldhappen.If A1 doesnot occur, thenthereceived
chunk is the true one,so the chunk could only be declined
if the majority of the bin indicesreceived in step(2) do not
matchthe true chunk,i.e., A 2 occurs.Thus

p1 � Pr(A1 [ A2) � Pr(A1) + Pr(A2):

Next, p2 is the probability that an incorrect chunk is
acceptedgiven that an incorrectchunkis transmittedin step
(1). If morethanhalf of thedecodedbin indicesareincorrect
(A2), then those incorrect bin indices might con�rm the
incorrectchunk. If not, then the only way for the incorrect
chunkto be acceptedis for it to fall into thesamebin asthe
true chunk(A3). Thus

p2 � Pr(A2 [ A3) � Pr(A2) + Pr(A3):

Finally, p3 is the probability that an incorrect chunk is
acceptedgiven that the correctchunk is transmittedin step
(1). In order for this to happen,the decodedchunk must

not be the true one, so a coding error must occur (A 1). In
addition, for that decodedincorrect chunk to be accepted,
morethanhalf of the decodedbin indicesmustbe incorrect
(A2) or the incorrectchunkmustfall into thesamecategory
as the real one(A3). Thus

p3 � Pr(A1) Pr(A2 [ A3) � Pr(A1)(Pr( A2) + Pr(A3)) :

For the following part of the analysis,we will assume
that all misinformedsensorsbehave as Byzantinesensors.
Certainlythis cannotreducetheerrorprobability, andaslong
aswe continueusingthe boundson the pi s from Lemma1,
the analysisbecomessimpler. Thus we will assumethat a
sensoris Byzantinewith probability ~� , � + 
 andhonest
with probability 1 � ~� .

As the coding schemecommences,it moves through a
numberof differentstates,dependingon the numberchunks
the fusion center has received thus far, and whether the
selectedsensoris Byzantine.Dependingon the exact se-
quenceof events,the fusioncentermight remainat a certain
statefor sometime, requestingthesamechunkseveral times
until it �nds an honestsensor. The progressis probabilistic
becauseevery time the fusion center selectsa sensor it
might be Byzantineor honest,and every time it receives a
transmission,a transmissionerror might or might not occur.
In fact, the progressof the coding schemecan be modeled
as a Markov process.In particular, it will be a Markov
decisionprocess,becausea Byzantinesensor, if it is selected
to transmita chunk,hassomechoiceaboutwhat to transmit.
That choicewill in�uence the probabilitiesof future events.
TheMarkov decisionprocessthatwe will useto analyzethe
error probability of this schemeis diagrammedin Fig. 2.

The processwill have 2v + 3 states.State i , for i =
0; � � � ; v representsthe fusion center having successfully
received i true chunksand the currently selectedsensoris
honest.State i 0 is the sameexcept the currently selected
sensoris Byzantine.Finally, state e representsthe fusion
centerhaving acceptedat leastonefalsechunk.Thedecision
for theMarkov decisionprocesswill bewhethera Byzantine
sensor, if it is asked to senda chunk in step(1), choosesto
send the true chunk or not. Thus a decisionwill only be
madewhen a Byzantinesensorhas beenselected,i.e., we
are in oneof the i 0 states.

Statesv, v0, ande will be terminalstates,so an error will
occur if we reachstatee beforestatev or v0. De�ne

ei
�= Pr(error occursstartingfrom statei );

e0
i

�= Pr(error occursstartingfrom statei 0):

In executing the Markov decision process,the Byzantine
sensorsmake decisionsto maximizetheprobabilityof error.
At the very beginning of the coding scheme,we selecta
sensorwhich will be with probability 1 � ~� honestand
probability ~� Byzantine.Thus,the total probability of error
is

Pe = (1 � ~� )e0 + ~� e0
0:
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Fig. 2. The Markov decisionprocessusedto �nd the error probability.
Dashedlines from a staterepresentthe Byzantinesensorchoosingto send
erroneousinformation, and dotted lines representthe Byzantine sensor
choosingto sendtrue information.

From state i , with probability p1 the chunk will be
declined. The fusion center then selects a new sensor,
which will be Byzantine with probability ~� and honest
with probability 1 � ~� . Thus we transition to statei 0 with
probabilityp1

~� andbackto statei with probabilityp1(1� ~� ).
With probability p3, an incorrectchunk is accepted,so we
transitionto statee. Finally, with probability 1� p1 � p3 the
true chunk is accepted,so we transitionto statei + 1.

From state i 0, the transition probabilitiesdependon the
decision.If the Byzantinesensorchoosesnot to send the
true chunk,thenwith probability p2 the falsechunkwill be
accepted,so we transition to statee. Otherwise,the fusion
centerselectsa new sensor. Thuswith probability (1 � p2) ~�
we returnto statei 0, andwith probability (1 � p2)(1 � ~� ) we
transitionto statei . If the Byzantinesensordecidesto send
thetruechunk,thenthetransitionprobabilitiesareessentially
the sameasthey werefrom statei ; with probability p1

~� we
returnto statei 0, with probability p1(1 � ~� ) we transitionto
statei , with probability p3 we transitionto statee, andwith
probability 1 � p1 � p3 we transitionto statei + 10.

From thesetransitionprobabilities,we seethat

ei = p3 + (1 � p1 � p3)ei +1 + p1 ~� e0
i + p1(1 � ~� )ei ;

e0
i = maxf p2 + (1 � p2) ~� e0

i + (1 � p2)(1 � ~� )ei ;
p3 + (1 � p1 � p3)e0

i +1 + p1
~� e0

i + p1(1 � ~� )ei g:

The maximum representsthe Byzantine sensorsalways
making the decisionthat maximizesthe error probabilities.
In addition, if we arrive at either statev or v0, the fusion
centerhasreceivedtheentiremessagewithout error, soev =
e0

v = 0.

D. CodeRate

Wealsoneedto considertherateof thiscode.To show that
the ratecanbemadearbitrarily closeto C, we needto show
that the expectednumberof channelusesE(N ) converges
to n as� goesto zero.Eachtime a chunkis transmitted(i.e.,
eachtime we run throughsteps(1) to (4)), the channelis
usedn=v + kl times.All we needto know is the expected
numberof chunksthat are transmittedin the entire coding
scheme.To �nd this, we will usea similar Markov decision
processasthe onedescribedabove. The only differenceslie
in the fact that we are not interestedin whetheran error
occurs,only in how long it takesto �nish. Thuswe remove
statee and rede�ne statesi and i 0 to representthe fusion
center having acceptedi states,but with all of them not
necessarilycorrect.Thusevery time we would transitionto
statee, we actuallytransitionsomewhereelse.For instance,
if we arein statei 0 andtheByzantinesensorschooseto send
erroneousinformation, then with probability p2, the chunk
is accepted,so we transition to state i + 10 insteadof e.
Let qi and q0

i be the expectednumberof stepsmadein the
Markov decisionprocessbeforereachingoneof theterminal
states(v or v0) giventhatwe startat statei or i 0 respectively
andtheByzantinesensorsmake decisionsthatmaximizethe
expectednumberof steps.Then

qi = 1 + (1 � p1)qi +1 + p1
~� q0

i + p1(1 � ~� )qi ;
q0

i = maxf 1 + p2q0
i +1 + (1 � p2) ~� q0

i + (1 � p2)(1 � ~� )qi ;
1 + (1 � p1)q0

i +1 + p1
~� q0

i + p1(1 � ~� )qi g:
(7)

Again, qv = q0
v = 0.

Lemma2 (Average CodeLength): There exist n, v, j ,
andk asfunctionsof � suchthattheerrorprobabilityPe ! 0
and the expectednumber of channelusesE(N ) ! n as
� ! 0.

Proof: Take j andk largeenoughfor Lemma1 to hold,
andn andv suchthat

2
�

� v �
1
�

; n �
klv
�

: (8)

We de�ne f i ; f 0
i for i = 0; � � � ; v as follows. Let f v ,

f 0
v , 0 and for i < v,

f i , p3 + (1 � p1 � p3)f i +1 + p1
~� f 0

i + p1(1 � ~� )f i ; (9)

f 0
i;a , p2 + ~� f 0

i + (1 � ~� )f i ; (10)

f 0
i;b , p3 + (1 � p1 � p3)f 0

i +1 + p1
~� f 0

i ; (11)

f 0
i , maxf f 0

i;a ; f 0
i;b g: (12)



The only difference betweenf i ; f 0
i and ei ; e0

i is that the
(1 � p2) factorshave beendroppedfrom the secondtwo
terms in (10). Thus ei � f i ; e0

i � f 0
i ; for all i. Fix some

i 2 f 0; � � � ; v � 1g. If f 0
i = f 0

i;a , thenby (10)

f 0
i =

p2

1 � ~�
+ f i : (13)

Combiningthis with (9) gives

f i = f i +1 +
p3

1 � p1
+

p1p2
~�

(1 � p1)(1 � ~� )
; (14)

which with (13) produces

f 0
i = f i +1 +

p3

1 � p1
+

p1p2
~�

(1 � p1)(1 � ~� )
+

p2

1 � ~�

= f i +1 +
p3

1 � p1
+

p2(1 � p1(1 � ~� ))

(1 � p1)(1 � ~� )
: (15)

If f 0
i = f i;b , thencombining(9) with (11) gives

f 0
i =

p3

1 � p1
+ p1(1 � ~� )f i +1 + (1 � p1(1 � ~� )) f 0

i +1 : (16)

Note that (15) and(16) arewhat f 0
i would be if f 0

i equaled
f 0

i;a or f 0
i;b respectively. However, theseexpressionsarenot

necessarilyequalto f 0
i;a andf 0

i;b , becausewe have used(9)
to derive both of them,which containsthe real valueof f 0

i .
Still, becauseof the de�nition of f 0

i in (12), the larger of
(15) and(16) will be the true valueof f 0

i .
We will now show by induction that f 0

i = f 0
i;a for i =

0; � � � ; v � 1. For i = v � 1, since f v = f 0
v = 0, it is

clear that the expressionin (15) is larger than that in (16),
so f 0

v� 1 = f 0
v� 1;a . Now we assumethat f 0

i +1 = f 0
i +1 ;a and

show that f 0
i = f 0

i;a . By (13),

f 0
i +1 =

p2

1 � ~�
+ f i +1 :

Thus, if f 0
i = f 0

i;b , (16) becomes

f 0
i =

p3

1 � p1
+ p1(1 � ~� )f i +1

+ (1 � p1(1 � ~� ))
�

p2

1 � ~�
+ f i +1

�

=
p3

1 � p1
+ f i +1 +

p2(1 � p1(1 � ~� ))

1 � ~�
:

Sincethe expressionin (15) is larger than this, f 0
i = f 0

i;a .
Therefore(14) holds for i = 0; � � � ; v � 1, so

f i =

 
p3

1 � p1
+

p1p2
~�

(1 � p1)(1 � ~� )

!

(v � i ): (17)

Thus

Pe = (1 � ~� )e0 + ~� e0
0

� (1 � ~� )f 0 + ~� f 0
0

= f 0 +
p2

~�

1 � ~�
(18)

=
p1p2

~� + p3(1 � ~� )

(1 � p1)(1 � ~� )
v +

p2
~�

1 � ~�
(19)

�
4� 2 ~� + 2� 2(1 � ~� )

(1 � 2� )(1 � ~� )

�
2
�

�
+

2� ~�

1 � ~�
(20)

=

 
8~� + 4(1 � ~� )

(1 � 2� )(1 � ~� )
+

2~�

1 � ~�

!

�

where(18) is from (13), (19) is from (17), and(20) is from
Lemma1 and(8). ThusPe ! 0 as � ! 0.

Now we analyze qi ; q0
i to �nd E(N ). Combining the

expressionfor qi in (7) with either expressionfor q0
i in the

maximumin (7) yields expressionsof the form

qi = 1 + 
 + � qi +1 + (1 � � )q0
i +1 ; (21)

q0
i = 1 + 
 0+ � 0qi +1 + (1 � � 0)q0

i +1 ; (22)

where
 ; 
 0 � 0 and� ; � 0 2 [0; 1]. The quantity 
 represents
theexpectednumberof statetransitionsbetweenstatesi and
i 0 beforemoving on to statei + 1 or i + 10, given that we
start at statei 0, and � representsthe probability that when
we do transitionaway from statesi and i 0, we go to state
i + 1 andnot i + 10. The quantities
 0 and � 0 are the same
exceptstartingat statei 0. Obviously, thevaluesof thesewill
dependon which elementof the maximumis larger, but for
our currentpurposesit only mattersthat theexpressionswill
have this form.

We will now show by induction that qi � qi +1 � 1 and
q0

i � q0
i +1 � 1 for i = 0; � � � ; v � 1. First consideri = v � 1.

qv = q0
v = 0, so by (21) and (22), qv� 1 = 1 + 
 and

q0
v� 1 = 1+ 
 0. Thusqv� 1 � qv � 1 andq0

v� 1 � q0
v � 1. Now

we assumethat qi +1 � qi +2 � 1 and q0
i +1 � q0

i +2 � 1 and
show that qi � qi +1 � 1 andq0

i � q0
i +1 � 1. By assumption

and(21),

qi � qi +1 = � (qi +1 � qi +2 ) + (1 � � )(q0
i +1 � q0

i +2 )

� � + (1 � � )

= 1:

Similarly by (22),

q0
i � q0

i +1 = � 0(qi +1 � qi +2 ) + (1 � � 0)(q0
i +1 � q0

i +2 )

� � 0+ (1 � � 0)

= 1:

Thusqi � qi +1 � 1 andq0
i � q0

i +1 � 1 for i = 0; � � � ; v � 1.
In particular, q0

i +1 � q0
i � 1.

Supposethe �rst elementof themaximumis larger in (7).
Then

q0
i = 1 + p2q0

i +1 + (1 � p2) ~� q0
i + (1 � p2)(1 � ~� )qi

� 1 + p2(q0
i � 1) + (1 � p2) ~� q0

i + (1 � p2)(1 � ~� )qi :



This canbe rewritten

q0
i �

1

1 � ~�
+ qi : (23)

Now supposethe secondelementof the maximumis larger
in (7). Then

q0
i = 1 + (1 � p1)q0

i +1 + p1
~� q0

i + p1(1 � ~� )qi

� 1 + (1 � p1)(q0
i � 1) + p1 ~� q0

i + p1(1 � ~� )qi :

This can also be rewritten to (23), so (23) must hold no
matterwhich value is larger in the maximumin (7). Thus

qi � 1 + (1 � p1)qi +1 + p1 ~�
�

1

1 � ~�
+ qi

�
+ p1(1 � ~� )qi :

This canbe rewritten

qi � 1 +
p1

(1 � p1)(1 � ~� )
+ qi +1 ;

so

qi �
�

1 +
p1

(1 � p1)(1 � ~� )

�
(v � i ): (24)

Let V be the randomvariabledenotingthe total numberof
chunksthat arerequestedin the entirecodingsession.Since
we startat state0 with probability1� ~� andat state00 with
probability ~� ,

E(V ) = (1 � ~� )q0 + ~� q0
0

� q0 +
~�

1 � ~�
(25)

�
�

1 +
p1

(1 � p1)(1 � ~� )

�
v +

~�

1 � ~�
(26)

where(25) is from (23) and(26) is from (24). Thus

E(N ) = E(V )
� n

v
+ kl

�

�

" �
1 +

p1

(1 � p1)(1 � ~� )

�
v +

~�

1 � ~�

#
� n

v
+ kl

�

= n

"

1 +
p1

(1 � p1)(1 � ~� )
+

~�

1 � ~�

1
v

+
�

1 +
p1

(1 � p1)(1 � ~� )

�
klv
n

+
~�

1 � ~�

kl
n

#

� n

"

1 +
2�

(1 � 2� )(1 � ~� )
+

~�

1 � ~�
�

+
�

1 +
2�

(1 � 2� )(1 � ~� )

�
� +

~�

1 � ~�
� 2

#

(27)

= n

"

1 +

 
2(1 + � )

(1 � 2� )(1 � ~� )
+

~� (1 + � )

1 � ~�
+ 1

!

�

#

where(27) is from Lemma1 and (8). Thus E(N ) ! n as
� ! 0.

Thereforethe rateof this code,
nR

E(N )
;

convergesto R as � goesto 0. ThusC is achievable.

IV. CONCLUSION

Weshowedin thispaperthat,by cooperativesensorfusion,
the presenceof Byzantineand misinformedsensorscan be
completelymitigatedwhenthe Byzantinesensorpopulation
is lessthanthatof thehonestsensors,but no informationcan
be transmittedwhenat leastasmany sensorsareByzantine
asarehonest.We proposeda “transmit-then-verify” scheme
thatforcesa Byzantinesensorto eitheracthonestlyor reveal
its Byzantine identity. The key of this idea is the use of
random binning in sensorpolling. Note that the random
binning in our strategy is not a randomcoding argument;
it is an actual randomizedtransmissionprotocol. However,
this randombinning is not neededwhen more than half of
the sensorsarehonest.

The network doesnot have to containin�nite numberof
sensors.For a �nite size network, we will assumethat a
deterministic� fraction of the sensorsare Byzantineand 

fractionaremisinformed.In that case,all thesensorscanbe
polled when verifying a transmission(i.e., k can be set to
the total numberof sensors).Thus information will always
be correctly veri�ed, becausethe polled honest sensors
will outnumberthe polled Byzantinesensors.This requires
a constantand henceasymptoticallynegligible numberof
channeluses,so polling every sensorinsteadof a random
subsetdoesnot effect the rate.
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