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ABSTRACT

WirelessNetworks aresusceptibleto anonymousmonitoringof
transmissionsby adversarieswho caninfer valuableinformation
aboutdata�o wsin thenetwork. It is thereforenecessaryto design
network protocolsthat maintainsecrecy of routesfrom eaves-
droppers.In thiswork, wepresentamathematicalformulationof
routesecrecy wheneavesdroppersobserve transmissionepochs
of nodes. We considernetworks wherethe nodesusereceiver
directedsignalingschemesandeachnodehasa strict delaycon-
straintfor relayingpackets. We proposea schedulingtechnique
to provide completesecrecy of routes,andbasedon that,charac-
terizeachievablerateregionsfor two-hopdataroutesunderthe
given constraints.Furthermore,we extend the resultswhenan
additionalconstraintonpacket lossis imposed.

Index Terms - Network Security, Traf�c Mix, Scheduling,
Packet Loss.

1. INTRODUCTION

Providing security is crucial to military wirelessnetwork
operation.The wirelessmediummakesnetworks vulnera-
ble to awiderangeof attacksby adversaries.Activeattacks
suchas jammingor nodereplicationarecounteredby us-
ing sophisticatedintrusiondetectionmechanisms[1]. Pas-
sive attackssuchas traf�c analysisor �o w correlationat-
tacks,whereineavesdroppersmonitor transmissionsfrom
nodes,are,however, notdetectable.Passive traf�c monitor-
ing canprovide adversarieswith missioncritical informa-
tion including source-destinationpairs and routesusedin
thenetwork. It is thereforenecessaryto designsecurenet-
work protocolssuchthat the routesof information�o w in
the network areundetectableto eavesdroppersmonitoring
thenodetransmissions.

Thestrategiesadoptedto preventtraf�c analysisattacks
aredependenton the typesof informationavailableto the
eavesdropper. By usingencryptionandpacket padding,it
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is possibleto prevent analysisbasedon the contentsand
lengthsof packets (ex: Chaum's Mix-net [2]). However,
by merelycorrelatingthetimepointsof transmissionsfrom
multiple nodes,an adversarycaninfer the routesof infor-
mation�o w, especiallyin low latency networks.Therefore,
a key aspectin providing route secrecy is the designof
transmissionschedulesso that correlationof transmission
epochsrevealsminimal informationaboutdata�o ws.

As anexample,if nodesalwaystransmitpacketsat�x ed
epochsirrespective of theroutesof data�o w, thenit is im-
possibleto detecttraf�c �o ws by correlatingpacket depar-
turetimes.Maintaininga�x edtransmissionschedule,how-
ever, would increaseend-to-enddelayandrequiretransmis-
sion of dummypacketstherebyreducingthe network ef�-
ciency [3]. Hence,it is necessaryto maximizetheachiev-
ablenetwork performancewhenproviding routesecrecy.

In this work, we considerthe problemof hiding infor-
mation �o ws when the eavesdropperhasaccessto trans-
missionepochsand is awareof the transmissionstrategy.
We proposea mathematicalformulation of route secrecy
with respectto transmissionepochmonitoring. We pro-
poseasolutionto obtaincompletesecrecy andcharacterize
achievabledataratesfor a multiplex relay(seeFig. 2) with
receiver directedsignalingwhenthereis a �x eddelaycon-
strainton relayedpackets.We alsoextendtheresultswhen
anadditionalconstraintonpacket lossis imposed.

1.1. RelatedWork

Designingcountermeasuresto traf�c analysisattacksis a
classicalproblem. Many solutions[4] have beenderived
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from Chaum's Mix-net concept[2]. A Mix relaysdatafor
multiple�o wsandby reorderingandre-encryptingthedata,
�o w correlationof incomingandoutgoingdataisprevented.
Theideahasbeenusedeffectively in providing anonymous
communicationfor internetapplications[5–8].

For low latency networks,it hasbeenshown in [9] that
simplemixing techniquesarenot effective to prevent cor-
relationof transmissionepochs. They proposethe useof
dummy packets to make departureepochsidentical irre-
spectiveof the�o ws. Theideaof having �x edtransmission
schedulesindependentof routeshasalsobeenconsidered
in [3,9], wheretheauthorsgiveboundson theperformance
loss incurreddue to the secrecy constraints. In [10], the
authorsuserandomizedtransmissionsto prevent �o w cor-
relationin networkswithout latency constraints.Theuseof
randomizedroutesas a countermeasureto traf�c analysis
attackshasalsobeenconsideredin [11,12].

The theoreticalframework for secrecy in this work is
motivatedby thenotionof equivocationdevelopedby Shan-
non in [13]. The secrecy constraintwe consideris a spe-
cial caseof Shannon's equivocation,known as maximum
secrecy [14], whereinthe observationsprovide zeroinfor-
mationaboutthesource.

2. PROBLEM SETUP

2.1. De�nitions

Let the network be representedby a directedgraphG =
(V; E), whereV is the set of nodesand E is the set of
links betweenpairsof nodes.A link (A; B ) belongingto
E denotesthatnodeB canlistento thetransmissionsfrom
A. Let YA = f YA (1); YA (2); � � � g denotethetime instants
(known asdeparture epochs) at whichA transmitspackets.
ThetransmissionrateTA of a nodeA is de�ned astheav-
eragenumberof packetsperunit time transmittedby A. In
otherwords,

TA = lim
n!1

n
YA (n)

:

In this work, we proposetechniquesto hide the pres-
enceof a one-hoprelay from aneavesdropper. In general,
the taskscarriedout by a relaycanbe multivarious;it can
chooseto decodeand re-encodeblocksof packets, it can
relay unalteredpacketsafter a randomdelayor it can re-
order the packetsbeforetransmission.Re-encryptionand
packet paddingoccur at every node/relayto prevent any
contentbasedcorrelation.We areconcernedwith thekind
of traf�c, whereineachpacket needsto be relayedwithin
a �x eddelayconstraint� . We restrictthe tasksof a relay
topacket-reorderingandtimingperturbation.Dependingon
its transmissionschedule,arelaypicksdepartureepochsfor

the arriving packetssuchthat the delayconstraintis satis-
�ed. Any packetthatis notrelayedwithin � timeunitsafter
arrival is dropped.A formalde�nition of therelayfunction
is givenasfollows.

Let YA = f YA (1); YA (2); � � � ; YA (n)g representthe
departureepochsof packets from nodeA and let YB =
f YB (1); YB (2); � � � ; YB (n)g representthedepartureepochs
of packetsfrom nodeB . A 1 � 1 relaymapis analgorithm
thatpicksasubsequenceYs

A of YA andanequallengthsub-
sequenceYs

B of YB suchthat8i; 0 � Y s
B (i ) � Y s

A (i ) � � .
If jYA j = n andjY s

A j = k(n), thentherelayrate� (M )
of the1 � 1 relaymapM is givenby

� = lim
n!1

k(n)
Y s

A (k(n))
:

The rateof a relay map is dependenton the transmission
ratesof thenodes.

Themapfor a noderelayingmultiple �o ws canbede-
�ned analogously. An m � 1 relay map is an algorithm
that picks subsequencesYs

A 1
; Ys

A 2
; � � � ; Ys

A m
from depar-

tureepochsof m nodesA1; � � � ; Am andasubsequenceY s
B

from thedepartureepochof therelaynodeB suchthat

1. jY s
B j =

P m
i=1 jY s

A i
j.

2. Let Ys bethesequenceformedby theconcatenating
Ys

A 1
; � � � ; Ys

A m
andorderingtheepochsin ascending

order. Then,

8i � jY sj; 0 � Y s
B (i ) � Y s(i ) � � :

An m� 1 relaymapis associatedwith arelayratevector
� (M ) = (� 1; � � � ; � m ) which is givenby

� i = lim
n!1

ki (n)
Y s

A i
(ki (n))

;

whereki (n) = jY s
A i

j.

2.2. Medium AccessConstraints

Nodesin a wirelessnetwork sharea commonchanneland
transmissionsaresusceptibleto fadingandinterference.De-
pendingon the PHY model, the ratesof transmissionare
subjectedto somemediumaccessconstraintsspeci�edby a
region of ratevectorsC. Packetscanbe received success-
fully at thedestinationnodesonly if the transmissionrates
belongto the set C. To this extent, we considerreceiver
directedspreadspectrumsignalingto characterizemedium
accessconditions.

ReceiverDirectedSignaling: The nodestransmitting
to a commonnode/relayusethesamespreadingsequence.
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The sum-rateof nodestransmittingto a single receiver is
thereforeboundedby amaximumvalue.If asinglerelayB
servesnodesA1; � � � ; An , theregionCis givenby

C = f (TA 1 ; � � � ; TA n :
X

TA i � CB g: (1)

Whenconsideringtraf�c �o wsacrossmultiplehops,the
PHY layer constraintscoupledwith stability give rise to
boundson the actualrate of data�o w. For example,the
maximumpacket ratefor a simpletwo-hopsystemwith a
1 � 1 relayis boundedby min CB ; CD , whereCB ; CD are
boundson thetransmissionratesto therelayandthedesti-
nationrespectively.

2.3. Secrecy

When designingsecuretransmissionschedules,it is nec-
essaryto analyticallymodelsecurityor secrecy provided.
Our de�nition of secrecy is motivatedby Shannon's notion
of equivocation[13], whichwasutilized in de�ning secrecy
in wiretapped[14] andbroadcastchannels[15].

Let A = f A1; A2; � � � ; Akg � V bea subsetof nodes.
Wede�ne nodeA to beconnectedto nodeB (or A ! B ), if
thereexistsa pathfrom nodeA to nodeB . In otherwords,
A ! B iff thereexists nodesA1; A2; � � � ; Am suchthat
(A; A1); (A1; A2); � � � ; (An ; B ) 2 E . Let F denotetheset
of all connectednodepairsin A ,

FA = f (A; B ) : A; B 2 A; A ! B g:

It is necessaryto considerall possiblenode-pairs(not nec-
essarilyconnectedby anedge),sinceby correlatingepochs
of physicallydistantnodes,it maybepossibleto gain infor-
mationabouttheend-to-end�o w.

Duringagivensession,thesetof node-pairsin F A that
requirenon-zerorelay rate is denotedby the �o w vector
F � F . We de�ne A to have completerelaysecrecyif the
�o w vectorF andthetransmissionepochsof thenodesin A
areindependent.In otherwords,theconditionaldistribution

p(YA 1 ; YA 2 ; � � � ; YA k jF ) = p(YA 1 ; YA 2 ; � � � ; YA k )8F:
(2)

Duringany session,theeavesdropperobservesthesame
joint distribution of transmissionepochs,henceit is impos-
sible to infer the �o w by correlatingtime points. Statis-
tical independenceof transmissionschedulesandunderly-
ing �o ws correspondsto the notion of maximumsecrecy
[14,15].

2.4. AchievableRates

A ratevectorR = (R1; � � � ; Rm ) for a setof node-pairs
with commonrelayf (A1; B ); (A2; B ); � � � ; (Am ; B )g is an
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achievableratevector, if thereexistsa conditionaldistribu-
tion p(YA 1 ; YA 2 ; � � � ; YA m jF ) andanm� 1 relaymapsuch
thatfollowing conditionsaresatis�ed

1. Thetransmissionratef TA 1 ; TA 2 ; � � � ; TA m ; TB g sat-
isfy themediumaccessconstraints(1).

2. For every realization(YA 1 ; � � � ; YA m ),

� i (M ) � Ri ; i = 1; � � � ; m:

3. f A1; � � � ; Am ; B g havecompleterelaysecrecy.

In thefollowing sections,wepresentachievableratere-
gionsfor thespecialcaseof providing relaysecrecy for an
m � 1 multiplex relay(Fig. 2), wherea singlenoderelays
packets from m nodes. The resultsare presentedfor the
PHY modeldiscussedin Section2.2.

3. ACHIEVABLE RATES

In the absenceof eavesdroppers,the �o w-ratesachievable
in a network canbe obtainedpurely from mediumaccess
andstability restrictions. In the presenceof eavesdropper,
however, thesecrecy conditionimposesadditionalconstraints
whendesigningtransmissionschedules.

The secrecy condition in (2) indicatesthat the distrib-
ution of transmissionepochsareindependentof the �o ws.
A specialcaseof this condition is when the transmission
scheduleof eachnodeis drawn from an independentdis-
tribution andthedistribution is not dependenton the�o ws.
Thisnotionhasbeenconsideredin literature[3,9], wherein
thetransmissionschedulesweredeterministicandindepen-
dent of the �o ws. Statistical independenceof departure
epochsis a suf�cient conditionto ensurerelaysecrecy. In
general,it maybepossibleto designschedulessuchthatthe
transmissionepochsarenot independentandyet guarantee
relaysecrecy.

WeassumethatthesourcesgeneratepacketsatPoisson
time points which determinethe schedulesof the source
nodes. In order to satisfy the secrecy condition, the relay
nodesgeneratedepartureepochsfrom independentPoisson
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processes.To an eavesdroppermonitoringthe nodes,it is
impossibleto decipherthe actual�o ws by observingtime
points,sinceatall times,thetransmissionepochsarestatis-
tically independent.However, dueto the delayconstraint,
thesecrecy conditionleadsto a reducedrateregion, which
is characterizedin thefollowing sections.

3.1. RateRegion

Sincethespreadingsequencesarereceiverdirected,thecon-
straintson transmissionratesareindependentfor different
receiving nodes.Whencharacterizingthe achievablerates
for an m � 1 relay, we assumethat the �nal destination
nodesaredifferent.Therefore,theconstrainton theratesof
therelaynodeareindependentfor each�o w.
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To characterizethe achievable ratesfor a 1 � 1 relay
map, we use the BOUNDED-GREEDY-MATCH (BGM)
algorithmproposedin [16] thatoptimallymapsPointprocesses
with theleastpacket drops.Sinceepochsaregeneratedac-
cording to independentPoissonprocesses,the delay con-
straintmakesit impossibleto relayall transmittedpackets.
Hence,the relay rate is strictly lessthan the transmission
ratesof thenodes.

Let nodeA be the transmittingnodeandB the relay.
The algorithm is as follows; Whena packet arrivesat B ,
if thereexistsa departureepochwithin � of thearrival in-
stantandhasnot beenmatchedto any previous arrival, it
is assignedto the arrived packet. Otherwise,the packet is
dropped.Thetransmissionscheduleof A is obtainedfrom
thegenerationtimesof packetswhile nodeB generatesan
independentPoissonprocessof a �x edrateandusestheal-
gorithmto maparrival epochsto thegeneratedschedule.

Theorem1 If themaximumtransmissionratesallowedto
nodesB andD are CB andCD respectively, themaximum
achievablerelayrateR between(A; D), whenYA ; YB are
independentPoissonprocessesisobtainedwhenTA = CB ; TB =
CD andis givenby

R =

8
<

:
CB

CD (e� �( C B � C D ) � 1)
CD e� �( C B � C D ) � CB

CB 6= CD

C2
B �

1+ CB � CB = CD

: (3)

Proof: Referto Appendix.

As isevidentfromtheexpressionin Theorem1,as� !
1 , therelayrateapproachesthebestpossiblerate,minf CD ; CB g.
Similarly asCB ! 1 , themaximumrateis CD for any �-
nite � andvice-versa. A specialcaseof this result,when
nodeshave equaltransmissionrateswas obtainedin [17]
undera different context. Clearly, when � is �nite, the
transmissionratesTA ; TB of the nodesarestrictly greater
than the achievable information relay rate, therebyresult-
ing in packet drops. Packet lossescan,however, be coun-
teredif thesourceemploys forwarderrorcorrecting(FEC)
schemes.
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For an m � 1 relay, we �rst considerthe casewhen
eachtraf�c �o w hasa distinct destinationnode. Sincethe
PHY layeris a receiverdirectedsignalingschemeandeach
traf�c hasa uniquedestinationnode,theoutgoingstreams
from therelayareindependentpoint processes.Eachpoint
processis drawn from a Poissondistribution dependingon
thetransmissionrateallowedto thatdestination.

The relay nodecandecodethe packet headeranddis-
tinguishpacketsarriving from multiple sources.Although
all incomingstreamsusethesamespreadingsequence,the
relaycanobserve distinctprocessesfrom eachsource.The
m � 1 relay functionthereforedecouplesinto m 1 � 1 re-
lay maps.TherelaynodeusestheBGM algorithmto map
the packetsin eachindividual arrival processto the corre-
spondingdestinationstream.SincetheBGM algorithmhas
beenprovento minimize thepacket loss[17], this strategy
provides the bestachievable rates,when the transmission
schedulesaredrawn from independentPoissonprocesses.

Theorem2 Let A i ; � � � ; Am be the transmittingnodes,B
therelayandC1; � � � ; Cm the �nal destinationnodes.The
achievablerateregionfor them �ows R is givenasfollows.

(R1; � � � ; Rm ) 2 R iff 9 TA 1 ; � � � ; TA m such that

Ri � TA i

CD i

�
e� �( TA i � CD i ) � 1

�

CD i e
� �( TA i � CD i ) � TA i

;

X

i

TA i � CB :
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Proof: Follows from Theorem1.
As is evident from the theorem,if the delayconstraint

werein�nite, theachievableregionwouldcorrespondto the
regionwithoutany secrecy constraints,

X

i

Ri � CB ; Ri � CD i ; 8i:

An plot for a2 � 1 relayexampleis shown in Figure5.
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Whenthedestinationnodesfor thedifferenttraf�c sources
aredistinct, therelaymap,asmentionedearlier, decouples
to individual relaymapsfor eachtraf�c �o w. If nodesshare
destinations,however, this is not possibleas the outgoing
streamshaveasum-rateconstraintfor thedestination.

Unlike the relaywith distinctdestinations,the individ-
ual inputstreamsaremappedto thesamedepartureprocess
(Fig. 6). Hereagain, we usethe optimality of the BGM
algorithmin obtainingthebestsetof achievablerates.Al-
thoughtherelaycandistinguishtheindividualinputprocesses,
the bestachievable ratesare obtainedby using the BGM
algorithmon the joint incomingprocessandthe departure
process.Theratesarecharacterizedby thefollowing theo-
rem.

Theorem3 If CB andCD arethemaximumallowedtrans-
missionratesto thenodesB andD, thenthesetof achiev-
ableratesfor a systemshownin Figure6 is givenby

X

i

Ri �

8
<

:
CB

CD (e� �( C B � C D ) � 1)
CD e� �( C B � C D ) � CB

CB 6= CD

C2
B �

1+ CB � CB = CD

:
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Proof: Follows from Theorem1.
Sincethe sum-ratesof the input andoutputprocesses

areconstantandtherelaydoesnotdistinguishinputsources,
it is easyto seethattherateregion is linear. By combining
thetechniquesproposedin Theorems2 and3, it is possible
to obtainthesetof achievableratesfor any arbitrarypairing
of sourcedestinationpairsthroughacommonrelay.

4. PACKET LOSSCONSTRAINT

As mentionedin Section3.1,the�nite delayconstraintim-
posedon the transmissionscheduleresultsin packet loss.
Hence,it is necessaryfor the sourceto usea forward er-
ror correctionschemeto ensurereliablerecovery of pack-
etsat thedestination.Codingfor packet recovery hasbeen
addressedin literature[18,19]. In particular, in [18], the
authorsproposecoding schemesto recover packets when
transmissionsresultin packeterasures.

Sincepacketscanbeappendedwith asequencenumber,
theerasurepositionsareknown to thereceiver. For a �x ed
block length,the informationpacket ratereliably delivered
would bestrictly lessthanthecapacityof theerasurechan-
nel. However, as the block length of packets considered
increases,it is possibleto designcodeswith ratesarbitrar-
ily closeto capacity. It can be shown that, for the relay
schemesconsidered,thepacket dropmodelis equivalentto
a channelwith stationaryandergodic erasures.Hence,as
the block lengthincreases,it is possibleto obtainan end-
to-endinformationpacket rateof 1 � � [20], where� is the
fractionof packetsdropped.

In practice,it maybenecessaryto designstrategiesfor
a �x edpacket dropfraction � dependingon theend-to-end
delayallowedandavailability of goodcodes.Thefollowing
theoremcharacterizesanachievablerateregionfor them �
1 relay(with distinctdestinations),suchthatthepacketdrop
fractionis alwayslessthana �x ed� .

Theorem4 If theachievablerateregionwithoutpacketloss
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constraint is givenbyR r , thentheachievablerelayratere-
gion R � for the2 � 1 relaywith packet lossconstraint � is
givenby

R � = R r \ S� ;

where

S� = f (R1; � � � ; Rm ) : Ri � x i (1 � � ); i = 1; � � � ; mg;

andx i is thesolutionof

� =
CD i � x i

CD i exp(� �( x i � CD i )) � x i
: (4)

Proof: Referto Appendix
The rateregion in Theorem4 is obtainedby usingthe

relaymapschemedescribedin Section3.1coupledwith the
constrainton transmissionratedueto thepacket lossfrac-
tion � .

5. CONCLUSIONS

In thiswork,weformallyde�nedtheproblemof hidingdata
�o ws from eavesdroppersobservingtransmissionepochs.
Weproposedapossiblesolutionfor providing completese-
crecy andcharacterizedachievableratesfor a multiplex re-
lay in Poissontraf�c. Allowing relaystoperformre-encoding
is aworthwhileextensionto pursue.Althoughwehavecon-
sideredonly a singlerelay system,the basicideasareex-
tendableto longerroutesalso.
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Appendix

Proof of Theorem1

To prove thetheorem,we adoptthetechniqueusedin [17].
Considerthetwo pointprocessesYA ; YB . If apacketin YA ,
sayattimet is designatedasdummypacketby theBGM al-
gorithm,we insertavirtual packetat thet + � in YB . Sim-
ilarly, if a packet at time t in YB is designatedasdummy
packet, we inserta virtual packet at time t in YA . Now we
considerthedifferenceprocessZ = f YB (i ) � YA (i )g be-
tweenthetwo processes.At every occurrenceof a dummy
packet,thedifferenceprocesshitsare�ecting barrier, either
at 0 or at � . Thenetprobabilityof chaff is, therefore,the
probabilityof hitting eitherbarrier.

If the transmissionratesof nodeA andB areTA and
TB respectively, from theanalysisin [21], weknow thatthe
probabilityof hitting � is givenby

Prf Z (i ) = � g =
1 � TA

TB
TB
TA

e� �( TA � TB ) � TA
TB

:

It is easyto seethatthefractionof chaff in YA is

� A =
TB Prf Z (i ) = � g

TA (1 � Prf Z (i ) = � g)
=

TB � TA

TB e� �( TA � TB ) � TA
:

Sincetherateof relayedpacketsincreaseswith thetrans-
missionratesof eithernodes,the achievability of the the-
orem is proved. In [16], the authorshave shown that the
BGM algorithminsertsthe leastchaff fractionfor any pair
of point processes.Hence,for any (TA ; TB ), it is impossi-
ble to obtainahigherinformationrelayratethan(3).

2

Proof of Theorem4

Fro the proof of Theorem1, we know that the packet loss
epsilonfor eachinput-outputpair of ratesTA i ; CD i respec-
tively canbewrittenas

� =
CD i � TA i

CD i exp(� �( TA i � CD i )) � TA i

;

whentherelaytransmitsat thehighestrate.
It is easilyshown that� is anincreasingfunctionof TA i .

Hence,anupperboundon � correspondsto anupperbound

onthetransmissionrateTA i + TA 2 . Therefore,for any rates
pair that satisfyTA i � x i wherex i is given by 4, the re-
lay mapguaranteesthat relay ratessatisfy the packet loss
constraint. 2
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