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ABSTRACT

WirelessNetworks are susceptibleéo anorymousmonitoring of

transmissiondy adwersariesvho caninfer valuableinformation

aboutdata o wsin thenetwork. It is thereforenecessaryo design
network protocolsthat maintainsecreg of routesfrom eaves-

dropperslin thiswork, we presena mathematicalormulationof

route secreg when earesdropper®bsene transmissiorepochs
of nodes. We considernetworks wherethe nodesuserecever

directedsignalingschemesndeachnodehasa strict delaycon-

straintfor relayingpaclets. We proposea schedulingechnique
to provide completesecrey of routes,andbasecdon that,charac-
terize achievablerate regionsfor two-hop dataroutesunderthe

given constraints. Furthermore we extend the resultswhenan

additionalconstrainion paclet lossis imposed.

Index Terms- Network Security Trafc Mix, Scheduling,
Paclket Loss.

1. INTRODUCTION

Providing securityis crucial to military wirelessnetwork
operation. The wirelessmediummakes networks vulnera-
bleto awide rangeof attacksby adwersariesActive attacks
suchasjammingor nodereplicationare counteredoy us-
ing sophisticatedntrusiondetectionmechanism$l]. Pas-
sive attackssuchastrafc analysisor ow correlationat-
tacks, whereinearesdroppersnonitor transmissiongrom
nodesare,however, notdetectablePassvetrafc monitor
ing canprovide adwersarieswith missioncritical informa-
tion including source-destinatiopairs and routesusedin
thenetwork. It is thereforenecessaryo designsecurenet-
work protocolssuchthat the routesof information o w in
the network are undetectabldo earesdroppersnonitoring
thenodetransmissions.

Thestratgiesadoptedo preventtraf c analysisattacks
aredependenbn the typesof information availableto the
eavesdropper By usingencryptionand paclet padding,it
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Fig. 1. WirelessNetwork with Eavesdroppers

is possibleto prevent analysisbasedon the contentsand
lengthsof paclets (ex: Chaums$ Mix-net [2]). However,
by merelycorrelatingthetime pointsof transmissionfrom
multiple nodes,an adwersarycaninfer the routesof infor-
mation o w, especiallyin low lateng networks. Therefore,
a key aspectin providing route secreg is the designof
transmissiorschedulesso that correlationof transmission
epochgevealsminimalinformationaboutdata o ws.

As anexample,if nodesalwaystransmitpacletsat x ed
epochsrrespectie of the routesof data o w, thenit isim-
possibleto detecttrafc 0 ws by correlatingpaclet depar
turetimes.Maintaininga x edtransmissiorschedulehow-
ever, wouldincreaseend-to-endlelayandrequiretransmis-
sion of dummy pacletstherebyreducingthe network ef -
cieng/ [3]. Hence,it is necessaryo maximizethe achies-
ablenetwork performancevhenproviding routesecreg.

In this work, we considerthe problemof hiding infor-
mation o ws when the eavesdroppethasaccesgo trans-
missionepochsandis aware of the transmissiorstrateyy.
We proposea mathematicaformulation of route secreg
with respectto transmissionepochmonitoring. We pro-
poseasolutionto obtaincompletesecreg andcharacterize
achieabledataratesfor a multiplex relay (seeFig. 2) with
recever directedsignalingwhenthereis a x eddelaycon-
strainton relayedpaclets. We alsoextendthe resultswhen
anadditionalconstrainton pacletlossis imposed.

1.1. RelatedWork

Designingcountermeasuret® traf c analysisattacksis a
classicalproblem. Many solutions[4] have beenderived
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from Chaums Mix-net concepf2]. A Mix relaysdatafor
multiple o wsandby reorderingandre-encryptinghedata,
o w correlationof incomingandoutgoingdatais prevented.
Theideahasbeenusedeffectively in providing anorymous
communicatiorfor internetapplicationg5-8].

For low lateng networks, it hasbeenshowvn in [9] that
simple mixing techniquesare not effective to prevent cor
relation of transmissiorepochs. They proposethe use of
dummy paclets to make departureepochsidentical irre-
spectve of the o ws. Theideaof having x edtransmission
schedulesndependenbf routeshasalso beenconsidered
in [3,9], wheretheauthorsgive boundson the performance
lossincurreddue to the secreg constraints. In [10], the
authorsuserandomizedransmissionso prevent o w cor
relationin networkswithout lateng constraintsThe useof
randomizedroutesas a countermeasureo trafc analysis
attackshasalsobeenconsideredn [11,12].

The theoreticalframenork for secreg in this work is
motivatedby thenotionof equivocationdevelopedby Shan-
nonin [13]. The secreg constraintwe consideris a spe-
cial caseof Shannors equivocation,known as maximum
secreg [14], whereinthe obsenrationsprovide zeroinfor-
mationaboutthe source.

2. PROBLEM SETUP

2.1. De nitions

Let the network be representedby a directedgraphG =

(V;E), whereV is the setof nodesandE is the set of
links betweenpairs of nodes. A link (A; B) belongingto
E denoteghatnodeB canlistento thetransmissiongrom
A. LetYa = fYa(1);Ya(2); gdenotethetime instants
(known asdepartue epodis) atwhich A transmitspaclets.
Thetransmissiomate Ty of anodeA is de ned asthe av-
eragenumberof pacletsperunit time transmittecoy A. In
otherwords,

" Ya(n)

In this work, we proposetechniquedo hide the pres-
enceof a one-hoprelay from an eavesdropperIn general,
the taskscarriedout by a relay canbe multivarious;it can
chooseto decodeand re-encodeblocks of paclets, it can
relay unalteredpaclets after a randomdelay or it canre-
orderthe paclets beforetransmission.Re-encryptiorand
paclet paddingoccur at every node/relayto prevent any
contentbasedcorrelation. We areconcernedvith thekind
of trafc, whereineachpaclet needsto be relayedwithin
a x eddelayconstraint . We restrictthe tasksof arelay
to paclet-reorderingandtiming perturbation Dependingn
its transmissiorschedulearelaypicksdepartureepochdor

TA:

the arriving paclets suchthat the delay constraintis satis-

ed. Any pacletthatis notrelayedwithin  timeunitsafter
arrival is dropped.A formal de nition of therelayfunction
is givenasfollows.

Let Ya = TYa(1);Ya(2); ;Ya(n)g representhe
departureepochsof paclets from nodeA andlet Yg =
fYs(1);Ys(2); ;Ys(n)grepresenthedepartureepochs
of pacletsfromnodeB. A1 1relaymapis analgorithm
thatpicksasubsequence; of Y, andanequallengthsub-
sequenc&’g of Yg suchthat8i; 0 YZ(i) YR(i)

If jYaj = nandjYj = k(n), thentherelayrate (M)
ofthel 1l1relaymapM isgivenby

k)
= ey

The rate of a relay mapis dependenbn the transmission
ratesof thenodes.

The mapfor a noderelayingmultiple o ws canbede-
ned analogously An m 1 relay mapis an algorithm
that picks subsequence‘s{f\l;Y,iz; ;Y,ﬁm from depar
tureepochof m nodesAy; ; Am andasubsequenc¥g
from thedepartureepochof therelaynodeB suchthat

Ljvgi= " ZiiYR
2. Let YS bethe sequencdéormedby the concatenating

Ya,» Ya, andorderingtheepochsn ascending

order Then,

8i jY3;0 YS(i) Y3(i)
Anm 1lrelaymapis associategvith arelayratevector
(M)=1(1; ; m)whichisgivenby

o ki(n)
VR ()

whereki(n) = jYR j.

2.2. Medium AccessConstraints

Nodesin a wirelessnetwork sharea commonchanneland
transmissionaresusceptibleo fadingandinterferenceDe-
pendingon the PHY model, the ratesof transmissiorare
subjectedo somemediumaccesgonstraintspeci edby a
region of ratevectorsC. Packetscanbe received success-
fully atthedestinatiomodesonly if the transmissiorrates
belongto the setC. To this extent, we considerrecever
directedspreadspectrunsignalingto characterizenedium
accesgonditions.

ReceiverDirectedSignaling: The nodestransmitting
to acommonnode/relayusethe samespreadingsequence.
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The sum-rateof nodestransmittingto a single recever is
thereforeboundedby amaximumvalue.If asinglerelayB
senesnodesA1;  ;Ap, theregionCis givenby

X
. CeO (1)

Whenconsideringrafc o wsacrossnultiple hops the
PHY layer constraintscoupledwith stability give rise to
boundson the actualrate of data ow. For example,the
maximumpaclet ratefor a simple two-hop systemwith a
1 1relayis boundedoy min Cg; Cp, whereCg; Cp are
boundson the transmissiomatesto therelay andthe desti-
nationrespectely.

C= f(TAl; ;TA TA

n ot

2.3. Secrecy

When designingsecuretransmissiorschedulesit is nec-
essaryto analytically model securityor secreg provided.
Ourde nition of secrey is motivatedby Shannors notion
of equivocation[13], whichwasutilizedin de ning secreg
in wiretapped14] andbroadcasthannelg15].

LetA = fA A ;Axg 'V beasubsebf nodes.
Wede ne nodeA tobeconnectedo nodeB (orA! B),if
thereexistsa pathfrom nodeA to nodeB. In otherwords,
A ! B iff thereexists nodesA; As; ;A suchthat
(A;A1);(A1;A2);  (An;B) 2 E. LetF denotetheset
of all connectedhodepairsin A,

Fa=f(A;B):A;B2A;A! Bg:

It is necessaryo considerall possiblenode-pairgnot nec-
essarilyconnectedy anedge) sinceby correlatingepochs
of physically distantnodesjt maybepossibleto gaininfor-
mationaboutthe end-to-endo w.

During a givensessionthe setof node-pairsn F o that
require non-zerorelay rate is denotedby the ow vector
F F. Wede ne A to have completerelay sececyif the
o w vectorF andthetransmissiorpochfthenodesn A
areindependentln otherwords,theconditionaldistribution

P(Ya;Ya,; 5 YadF) = p(Ya,:Ya,; YA )8F:

)

Duringary sessiontheeavesdroppeobseresthesame

joint distribution of transmissiorepochshenceit is impos-

sible to infer the ow by correlatingtime points. Statis-

tical independencef transmissiorschedulesindunderly-

ing o ws correspondgo the notion of maximumsecreyg
[14,15].

2.4. Achievable Rates

A ratevectorR = (R1; ;Rm) for asetof node-pairs
with commorrelayf (A1;B); (A2;B); ;(Am;B)gisan

Fig. 2. Two Hop Relay

achiezableratevector if thereexistsa conditionaldistribu-
tionp(Ya,; Ya,; ;Ya,JF)andanm 1relaymapsuch
thatfollowing conditionsaresatis ed

1. Thetransmissiomatef Ta,; Ta,; ; Ta, s Te g sat-
isfy the mediumaccesgonstraintg1).

2. Foreveryrealization(Ya,; i YAm )

i(M) Riji=1  ;m

3. fA1;  ;An;Bghave completerelaysecreg.

In thefollowing sectionswe presentichiezableratere-
gionsfor the specialcaseof providing relay secreg for an
m 1 multiplex relay (Fig. 2), wherea singlenoderelays
pacletsfrom m nodes. The resultsare presentedor the
PHY modeldiscussedn Section2.2.

3. ACHIEVABLE RATES

In the absencef eavesdroppersthe o w-ratesachievable
in a network canbe obtainedpurely from mediumaccess
and stability restrictions. In the presencef eavesdropper
however, thesecreyg conditionimposesadditionalconstraints
whendesigningtransmissiorschedules.

The secreg conditionin (2) indicatesthat the distrib-
ution of transmissiorepochsareindependentf the o ws.
A specialcaseof this conditionis whenthe transmission
scheduleof eachnodeis dravn from an independentlis-
tribution andthe distribution is not dependenon the o ws.
This notionhasbeenconsideredn literature[3, 9], wherein
thetransmissiorschedulesveredeterministicandindepen-
dent of the ows. Statisticalindependencef departure
epochss a sufcient conditionto ensurerelay secreg. In
generaljt maybepossiblego designschedulesuchthatthe
transmissiorepochsarenotindependenandyet guarantee
relaysecregy.

We assumehatthe sourcegjeneratgacletsat Poisson
time points which determinethe schedulef the source
nodes. In orderto satisfythe secreg condition, the relay
nodesgeneratalepartureepochsrom independenPoisson
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processes.To an eavesdroppemonitoringthe nodes,it is
impossibleto decipherthe actual o ws by observingtime
points,sinceatall times,thetransmissiorepochsarestatis-
tically independentHowever, dueto the delay constraint,
the secreyg conditionleadsto areducedateregion, which
is characterizeéh thefollowing sections.

3.1. Rate Region

Sincethespreadingequencesrereceverdirectedthecon-
straintson transmissiorratesareindependentor different
receving nodes.Whencharacterizinghe achiezablerates
foranm 1 relay, we assumethat the nal destination
nodesaredifferent. Thereforethe constrainbn theratesof

therelaynodeareindependentor each o w.

Ca Csg
LI gl 11l

A B D
Fig.3: 1 1Relay

To characterizehe achievableratesfor al 1 relay
map, we usethe BOUNDED-GREELY-MATCH (BGM)

algorithmproposedn [16] thatoptimallymapsPointprocesses

with theleastpaclet drops. Sinceepochsaregeneratedc-
cordingto independenPoissonprocessesthe delay con-
straintmakesit impossibleto relay all transmittedpaclets.

Hence,the relay rateis strictly lessthanthe transmission

ratesof thenodes.

Let nodeA be the transmittingnodeand B the relay
The algorithmis asfollows; Whena paclet arrivesat B,
if thereexistsa departureepochwithin  of thearrival in-
stantand hasnot beenmatchedto ary previous arrival, it
is assignedo the arrived paclet. Otherwise the pacletis
dropped.Thetransmissiorscheduleof A is obtainedfrom
the generatiortimesof packetswhile nodeB generatesn
independenPoissorproces®f a x edrateandusestheal-
gorithmto maparrival epochdo thegenerategchedule.

Theorem 1 If the maximumtransmissiorratesallowedto
nodesB andD are Cg andCp respectivelythe maximum
achievablerelayrate R betweer(A; D), whenY,; Yg are

Asis evidentfromtheexpressiorin Theoreml,as !

1 ,therelayrateapproachethebestpossibleate,minf Cp ; Cg 0.

SimilarlyasCg ! 1 ,themaximumrateis Cp for ary -
nite andvice-versa. A specialcaseof this result,when
nodeshave equaltransmissiorrateswas obtainedin [17]
undera differentcontext. Clearly when is nite, the
transmissiorratesTa; Tg of the nodesare strictly greater
thanthe achievable information relay rate, therebyresult-
ing in paclet drops. Packet lossescan, however, be coun-
teredif the sourceemplagys forward error correcting(FEC)
schemes.

D;

Dm
Fig. 4: Two Hop Relay

Foranm 1 relay we rst considerthe casewhen
eachtrafc o w hasa distinctdestinatiomnode. Sincethe
PHY layeris arecever directedsignalingschemendeach
traf c hasa uniquedestinatiomode,the outgoingstreams
from therelay areindependenpoint processesEachpoint
processs dravn from a Poissondistribution dependingon
thetransmissiomateallowedto thatdestination.

The relay nodecandecodethe paclet headerand dis-
tinguish pacletsarriving from multiple sources.Although
all incomingstreamausethe samespreadingsequencethe
relay canobsere distinctprocessefrom eachsource.The
m  1relayfunctionthereforedecouplesntom 1 1 re-
lay maps.Therelay nodeusesthe BGM algorithmto map
the pacletsin eachindividual arrival procesgo the corre-
spondingdestinatiorstream.Sincethe BGM algorithmhas
beenprovento minimizethe pacletloss[17], this strategy
providesthe bestachievable rates,when the transmission
schedulesredravn from independenPoissorprocesses.

Theorem?2 LetA;j;
therelayand Cy;

;Am bethetransmittingnodes,B
:Cm the nal destinationnodes.The

independenPoissonprocessess obtainedvhenTa = Cg; Tg =achievablerateregionfor them ows R is givenasfollows.

Cp andis givenby

< Co(e (B ©D) 1)
R = Bcoe (o8 ©p) Cs Cs 6 Co )
: Cg _
1+ Cpg CB - C:D

Proof: Referto Appendix.

(R1;  ;Rm)2Riff9Ta,; ;Ta, sudthat

m

Cp, € (Tay Coy)) 1
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Proof: Follows from Theoreml.

As is evidentfrom the theorem|jf the delayconstraint
werein nite, theachievableregionwould correspondo the
regionwithoutary secreg constraints,

X
Ri Cg; Ri Cp;;8i
[
An plotfora2 1 relayexampleis shovnin Figure5b.

Achievable Rate Region : CD =3,CD =4,CB=5
4.5 T T 2 T T

3 3.5

Fig. 5. AchievableRegionsfor 2 1 multiplex relay:
=1

Whenthedestinatiomodedor thedifferenttraf c sources
aredistinct, therelay map,asmentionedearlier decouples
to individualrelaymapsfor eachtrafc o w. If nodesshare
destinationshowever, this is not possibleas the outgoing
streamdhave a sum-rateconstrainfor the destination.

Unlike the relay with distinctdestinationsthe individ-
ualinputstreamsaremappedo the samedeparturgprocess
(Fig. 6). Hereagin, we usethe optimality of the BGM
algorithmin obtainingthe bestsetof achiezablerates. Al-

thoughtherelaycandistinguishtheindividualinputprocesses,

the bestachievable ratesare obtainedby using the BGM
algorithmon the joint incoming processandthe departure
process.Theratesarecharacterizedyy the following theo-
rem.

Theorem 3 If Cg andCp arethemaximunallowedtrans-
missionratesto thenodesB andD, thenthe setof achiev-
ableratesfor a systenshownin Figure 6 is givenby

8
(Ccs Cp) 1)
X < Co (e
R Coe (e TG 200D
. : Cs —
i 1I+Cg Cs = Cp

Fig. 6: Relaywith shareddestination

Proof: Follows from Theoreml.

Sincethe sum-ratesf the input and output processes
areconstanandtherelaydoesotdistinguishinputsources,
it is easyto seethattherateregionis linear. By combining
thetechniquegproposedn Theorem< and3, it is possible
to obtainthe setof achiezableratesfor ary arbitrarypairing
of sourcedestinatiorpairsthrougha commonrelay.

4. PACKET LOSS CONSTRAINT

As mentionedn Section3.1,the nite delayconstrainim-
posedon the transmissiorscheduleresultsin paclet loss.
Hence,it is necessaryor the sourceto usea forward er
ror correctionschemeto ensurereliable recovery of pack-
etsat the destination.Codingfor paclet recorery hasbeen
addressedh literature[18,19]. In particular in [18], the
authorsproposecoding schemego recover paclets when
transmissionsesultin pacleterasures.

Sincepacletscanbeappendedvith asequencaumber
the erasurepositionsareknown to the recever. Fora x ed
block length,the informationpacket ratereliably delivered
would be strictly lessthanthe capacityof the erasurechan-
nel. However, asthe block length of paclets considered
increasesit is possibleto designcodeswith ratesarbitrar
ily closeto capacity It canbe shavn that, for the relay
schemegonsideredthe pacletdropmodelis equivalentto
a channelwith stationaryandergodic erasures.Hence,as
the block lengthincreasesit is possibleto obtainan end-
to-endinformationpaclet rateof 1 [20], where isthe
fractionof pacletsdropped.

In practice,it may be necessaryo designstratejiesfor
a x edpacletdropfraction dependingn the end-to-end
delayallowedandavailability of goodcodes.Thefollowing
theorencharacterizeanachievablerateregionfor them
1 relay(with distinctdestinations)suchthatthepacletdrop
fractionis alwayslessthana x ed .

Theorem4 If theachievablerateregionwithoutpadetloss
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constaintis givenby R, thentheachievablerelayratere-
gionR forthe2 1relaywith padetlossconstaint is

givenby
R =R/\S;
whee
S =f(R;; ;Rm):Ry xi(1 );i=1 ;mg;
andx; is thesolutionof
Co,_ X (4)

- Cp,exp( ( xi Cp;)) Xi:

Proof: Referto Appendix

Therateregion in Theorem4 is obtainedby usingthe
relaymapschemalescribedn Section3.Icoupledwith the
constrainton transmissiorratedueto the paclet lossfrac-
tion .

5. CONCLUSIONS

In thiswork, we formally de nedthe problemof hidingdata
o ws from earesdropperobservingtransmissiorepochs.
We proposeda possiblesolutionfor providing completese-
cregy/ andcharacterizedchievableratesfor a multiplex re-
layin Poissorirafc. Allowingrelaysto performre-encoding
is aworthwhileextensionto pursue Althoughwe have con-
sideredonly a singlerelay system,the basicideasare ex-
tendableo longerroutesalso.
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Appendix

Proof of Theorem 1

To prove the theoremwe adoptthe techniqueusedin [17].
Considethetwo pointprocesse¥ a; Yg . If apacletin Ya,
sayattimet is designatedassdummypacletby theBGM al-
gorithm,we insertavirtual pacletatthet+ inYg. Sim-
ilarly, if a pacletattimet in Yg is designatechasdummy
paclet, we insertavirtual pacletattimet in Yo. Now we
considerthe differenceprocesZ = fYg(i) Ya(i)g be-
tweenthe two processesAt every occurrencef a dummy
paclet, thedifferenceprocessitsare ecting barriet either
atOorat . Thenetprobability of chaf is, therefore the
probability of hitting eitherbarrier

If the transmissiorratesof hodeA andB areTp and
Tg respectrely, from theanalysisn [21], we know thatthe
probabilityof hitting  is givenby

Ta

Priz(i)= g= T :
T Ta -’
ne (g

It is easyto seethatthefractionof chaf in Yp is

Tg PriZ(i) =

_ g _ Tg  Ta
AT TA@ Priz(i) =

Q) B Tge (Ta To) T,

Sincetherateof relayedpacletsincreasesvith thetrans-
missionratesof eithernodes,the achiezability of the the-
oremis proved. In [16], the authorshave shavn that the
BGM algorithminsertsthe leastchaf fractionfor ary pair
of point processesHence,for ary (Ta; Tg), it is impossi-
ble to obtaina higherinformationrelay ratethan(3).

Proof of Theorem4

Fro the proof of Theoreml, we know thatthe paclet loss
epsilonfor eachinput-outputpair of ratesT,, ; Cp, respec-
tively canbewritten as

— Co, Ta .
CDi exp( ( TAi CDi)) TAi ’
whentherelaytransmitsatthe highestrate.

It is easilyshavnthat is anincreasingunctionof T, .
Henceanupperboundon correspond$o anupperbound

onthetransmissiomateTa, + Ta,. Thereforefor ary rates
pair that satisfy Ta, Xi wherex; is given by 4, there-
lay map guaranteeshat relay ratessatisfy the paclet loss
constraint. 5

Theviews andconclusiongontainedn this documentarethoseof
theauthorsandshouldnotbeinterpretedasrepresentingheof cial poli-
cies,eitherexpressedrimplied,of theArmy Researchaboratoryor the
U.S.Government.
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