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Abstract— Anonymousmonitoring of transmissionsin a wir e-
lessnetwork by eavesdroppers can provide critical information
about the data ows in the network. It is, therefore, necessary
to design network protocols that maintain secrecy of routes
from eavesdroppers. In this work, we presenta mathematical
formulation of route seciecywhen eavesdroppersobsenve trans-
mission epochsof nodes.We proposescheduling techniquesto
provide completeseciecy of routes,and characterize achievable
rate regions for a multiplex relay under transmitter directed
spread spectrum signaling. Further, we extendthe resultsto the
casewhen an additional constraint on packet lossis imposed.

Index Terms - Network Security, Traf ¢ Mix, Scheduling,
Packet Coding.

I. INTRODUCTION

Wirelessnetworks are proneto anorymousmonitoringby
eavesdropperswho wish to gain valuablenetwork informa-
tion, e.g. source-destinatiopairs and data o ws. Equipped
with this knowledge, it is then possiblefor malicious ad-
versariesto target speci ¢ routesfor intrusion or jamming.
Active intrusion attacksor jamming can be detectedand
counteredby sophisticatedntrusion detectionmechanisms.
Ontheotherhand,passive monitoringdoesnot affectthe net-
work operationandis hence,not detectablelt is, therefore,
necessaryto modify network protocolsso that information
aboutdata o ws or source-destinatiopairsarenot traceable
by eavesdroppersnonitoring nodetransmissions.

Information Flows .
Monitored Nodes

Fig. 1: WirelessNetwork with Eavesdroppers

The inference of routing information from monitored
transmissionsknown as trafc analysisattack, is donein
a variety of ways. The eavesdroppercan identify a ow
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of trafc by correlating paclet contents, paclet lengths
or transmissionepochsacrossmultiple nodes.Encrypting
and randompaddingof bits are somemeasuresdoptedto

remove the correlationof contentsand lengths of paclets
acrosmodesWe areinterestedn the designof securesched-
ulesto preventthe inferenceof routesbasedon transmission
epochs.

In general,the transmissionscheduleof relaying nodes
aredependenbn the arrival of paclets, subjectto the delay
requirementsTo elude earesdroppersit may be necessary
to decouplethe transmissionscheduleof the nodesfrom
the actualtrafc o w to prevent o w correlation.For delay
sensitve trafc, however, this may not be possiblewithout
affecting network performance.Iln particular the design
of such scheduleswould require transmissionof dummy
pacletsandcouldalsoresultin paclet drops.lt is, therefore,
necessaryto optimize the achievable network performance
while maintainingroute secreg.
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Destinations

Fig. 2: Two Hop Network

In this work, we considetthe problemof secreg for atwo-
hop multiplex relay asshowvn in Figure 2. In particular we
characterizeéhe setof achievable relay rates,when paclets
are subjectedto a strict delay criterion undera transmitter
directed physical layer signaling. We provide transmission
schemedo prevent ow correlationand shov that as the
delay increasesthe achiezable rate region corvergesto the
bestpossibleregion. Furthermoree alsopresentchiezable
rate regions when an additional constrainton paclet lossis
imposed.



A. RelatedWork

A countermeasurdo trafc analysis attacks was rst
provided through the notion of MIX-net by Chaum[]. A
Mix is an intermediatenode that re-encryptsand reorders
pacletsfrom multiple sourcedo prevent matchingof source
anddestinationstreamsThe MIX conceptis ideal for delay
insensitve trafc and the hasbeenusedeffectively in pro-
viding anorymous communicationfor Internetapplications
[2], [3], [4], [5]- In [6], the authorspropose STOP-and-
GO MiIXes whereinthe MIX, apartfrom re-encryptionand
paclet padding,also incorporatesa randomdelay to avoid
timing correlation.For wirelessnetworks, randomdelaying
was usedin [7] to prevent o w correlation.

For low lateng networks, it wasshawvn in [8] thatsimple
mixing techniquesare not effective to prevent correlation
of transmissionepochs. Their proposedsolution utilized
the idea of transmittingdummy pacletsto make departure
epochgdenticalirrespectve of the o ws. Theideaof having
x ed transmissiorschedulesndependentf routeshasalso
beenconsideredin [9], where the authorsgive boundson
the performancdossincurreddueto the secreg constraints.
The useof randomizedroutesasa countermeasurt trafc
analysisattackshasbeenconsideredn [10], [11].

In the techniquesdiscussedabore, the secrey provided
wasnhot characterizednalytically Thetheoreticaframewvork
for secrey in this work is motivatedby the notion of equivo-
cationdevelopedby Shannorn [12]. The secreg constraint
we consideris a special caseof Shannors equivocation,
known as maximumsecreg [13], whereinthe obsenrations
provide zeroinformation aboutthe source.

The paperis organizedasfollows: In Sectionll we explain
the analyticalframework of the route secreg problem.The
basic results on the achievable rate regions are presented
in Sectionlll. Coding schemesand paclet loss constraints
are discussedn SectionlV. Someconcludingremarksand
possiblefuture extensionsare givenin V.

Il. PROBLEM SETUP
A. De nitions

In this work, we proposetechniquego hide the presence
of atwo-hoprelay (Fig. 2) from aneavesdropperin general,
the taskscarriedout by a relay can be multi various;it can
chooseto decodeand re-encodeblocks of paclets, it can
relay unalteredpaclets after a randomdelay andit canre-
orderthe paclets beforetransmissionlt is assumedhatre-
encryptionandpaclet paddingoccurat every relayto prevent
ary contentbasedcorrelation.We are concernedwith the
kind of trafc, wherein each paclet needsto be relayed
within a x ed delay constraint . We restrict the tasksof
a relay to paclet-reorderingand timing perturbation.De-
pendingon its transmissiorschedulea relay picks departure
epochdor the arriving pacletssuchthatthe delayconstraint
is satis ed. A paclet thatis not relayedwithin  time units
after arrival is dropped.

Let the network be representedby a directedgraphG =
(V;E), whereV is the set of nodesand E is the set of

links betweenpairs of nodes.A link (A; B) belongingto
E denoteshat nodeB canlistento the transmissiongrom
A. Let Ypo = fYa(1);Ya(2); g denotethe time instants
(known as departue epots) at which A transmitspaclets.
The transmissionrate To of a node A is de ned as the
averagenumberof paclets per unit time transmittedby A.
In otherwords,

. n
Ta = nl!l{n Ya(n)'

The relay function is de ned as follows. Let Yo =
fYa(1);Ya(2); ;Ya(n)g representhe departureepochs
of pacletsfrom A andYg = fYg(1);Ys(2); ;Ys(n)g
representhe departureepochsof pacletsfromB. A1 1
relay map is an algorithm that picks a subsequenc¥; of
Y and an equallength subsequenc&’§ of Yg suchthat
8i;0 Yg(i) YR(i)

If jYaj = n andjYzj = k(n), thentherelayrate (M)
ofthel 1relaymapM is givenby

k(n) .
Sl YS(k(n)
The rate of a relay map is dependenbn the transmission
ratesof the nodes.

The mapfor anoderelayingmultiple o ws canbede ned
analogouslyAn m 1 relay mapis an algorithmthat picks
subsequence¥3 ;YR,; YR, from departureepochs
of m nodesAjq; ;Am and a subsequencé&y from the
departureepochof the relay nodeB suchthat

1) jY8i= L YR .

2) Let Y® be the sequencdormed by the concatenating

Yx,» Yi, andarrangingthe epochsin ascending
order Then,
8i jY5;0 YgE(i) YS(i)
A
. ' ‘ Dl
YAl(l) ‘ ////
R W
] Ye (1) Ye ()
Az "/an)
Az(l) \ ‘ D2
Fig.3: m 1 RelayMap

An m 1 relaymapis associatedavith arelay rate vector
(M)=(1; ; m) Whichis given by

ki (n)

= VE (k(ny)

n'l

whereki(n) = jY3.].



B. MediumAccessConstaints

Nodesin a wireless network sharea common channel
andtransmissiongre susceptiblgo fadingandinterference.
Dependingon the PHY model, the ratesof transmissiorare
subjectedo somemediumaccessconstraintsspeci ed by a
region of tx. ratevectorsC. If the transmissiorratesof the
nodesbelongto C, the paclets are receved successfullyat
the recevving node.To this extent, we considera transmitter
directedspreadspectrumsignalingmodel.

Transmitter Directed Signaling: Eachtransmittingnode
in a sharedchannelusesan orthogonalspreadingcode to
transmitits paclets. The constrainton transmissiomatesfor
the nodesarethereforeindependentin otherwords,for a set

of nodesAy; ; An, the mediumaccesgegion is given by
C=1(Ta,; i Ta, Ta, Ca,;i=1; ing: (1)
C. Sececy

An earesdropperby correlatingtransmissiorepochsrom
multiple nodes,can obtain information about routeswithin
thenetwork. Thegoalis, thereforeto schedulgransmissions
so asto maximizethe secreg of the routeswith respectto
the eavesdropper

i ® |
|A1 :

o % o~
Ay

Fig. 4: Network Flows: Secreg for a subsetof nodesA

Secreg can be formally de ned as follows. Let A =
fA1; A : A g beasubseof nodesandF  2* denote
the setof all orderednode-pairan A (jFj = jAj (jA] 1)).
Sincetransmissiongrom nodesnot physically connectectan
be correlatedto infer a ow, it is necessaryo considerall
possiblenode-pairsDuring a given sessionthe setof node-
pairs in F that require non-zerorelay rate is denotedby
the ow vectorF  F. We de ne A to have perfectrelay
sececy if for ary F F, the transmissionepochsof the
nodesin A andF areindependentin otherwords,for every
F 2 F the conditionaldistribution

p(YA1;YA2; ;YAkjF) = p(YA1;YA2; ;YAk): (2)

If for ary ow vector F, the joint distribution of trans-
missionepochsgs unalteredthenit is impossibleto infer the
ow to ary degreeof accurag. This conditionis a special
caseof equivocation[13, [13], known as maximumsecregy,
wherein

H(FjY) = H(F):

D. Achievable Rates

A ratevectorR = (Ri1; ;Rpm) for a setof node-
pairswith commonrelay f (A1;B); (A2;B);  ;(An;B)g
is an achievable rate vector if there exists a conditional

distribution p(Ya,;Ya,; :Ya,jF) andanm 1 relay
map suchthat following conditionsare satis ed
1) The transmissionrate fTa,;Ta,; :Ta, ;T g sat-

isfy the mediumaccessconstrainty(1).
2) For every realization(Ya,; i Yan ),
i(M) Riji=1

3) fA1; ;Anm;Bg have perfectrelay secrey.
In thefollowing sectionwe presentichievablerateregions
for the specialcaseof providing relay secreg foranm 1
multiplex relay (Fig. 2), wherea single noderelayspaclets

from m nodes.Theresultsare presentedor the PHY model
discussedn Sectionll-B.

,me

I1l. RATE REGION

In the absenceof eavesdroppingconcernsthe o w-rates
achivable in a network can be obtainedpurely from the
topology and medium accessrestrictions.In the presence
of eavesdropper however, the secrey condition imposes
additionalconstraintawvhich canlower the achievable rates.

The secreg conditionin (2) indicatesthat the distribution
of transmissiorepochsareindependenbf the ows. A spe-
cial caseof this conditionis whenthe transmissiorschedule
of eachnodeis dravn from anindependentlistribution and
the mawginal distributions are not dependenbn the o ws,

P(Ya,:Ya,:  JF) = p(Ya,)P(Ya,)

Similar ideashave beenconsideredn literature[9], [10],
whereinthe transmissiorschedulesvere deterministicirre-
spectve of the o ws. Statisticalindependencef departure
epochsis a sufcient conditionto ensurerelay secreg. In
generaljt may be possibleto designschedulesuchthatthe
transmissionepochsare not independentind yet guarantee
relay secreg.

We assumethat the sourcesgeneratepaclets at Poisson
time points which determinethe schedulesof the source
nodes.In order to satisfy the secreg condition, the relay
nodesgeneratedepartureepochsfrom independenfPoisson
processesTo an eavesdroppemmonitoring the nodes,it is
impossibleto decipherthe actual o ws by observingtime
points, since at all times, the schedulesare statistically
independentHowever, due to the delay constraint,the se-
creg/ condition leadsto a reducedrate region, which is
characterizedn the following sections.

A. SingleRelayAchievable Rate

To characterizethe achievable ratesfor a 1 1 relay
map, we usethe Bounded-Greedy-Matc(BGM) algorithm
proposedin [14] that optimally mapsPoint processewith
the leastpaclet drops.Sinceepochsare generatediccording
to independenPoissorprocesseghe delayconstraintmakes
it impossibleto relayall transmittedpaclets.Hence therelay
rateis strictly lessthanthe transmissiorratesof the nodes.



Fig.5:1 1 Relay

Let nodeA bethetransmittingnodeandB therelay The
algorithmis asfollows; Whena paclet arrivesat B, if there
exists a departureepochwithin  of the arrival instantand
hasnot beenmatchedto ary previous arrival, it is assigned
to the arrived paclet. Otherwise the paclet is dropped.The
transmissiorscheduleof A is obtainedfrom the generation
times of paclets while node B generatesan independent
Poissonprocessof a x ed rate and usesthe algorithm to
map arrival epochsto the generatedschedule.

Theoem1: If the maximum transmissionrates allowed
for nodes A; B are Ca;Cg respectiely, the maximum
achivable relay rate R between(A; B), whenY,; Yg are
independentPoisson processesis obtained when Tp =
Ca;Tg = Cg andis given by

<
R=

Co(e (8 ©a) 1)
Cge ( ;:B CA) Ca CA 6 CB
Ca -

1+ Ca CA - CB

Proof: Referto Appendix.

Ca ®)

A special case of this result, when nodes have equal
transmissionrates was obtainedin [15] under a different
context. As thedelayconstraint increasesit is easyto see
that the relay rate corvergesto minf Cp ; Cg g which is the
optimalrateunderno secreg constraint.The minimizationis
dueto the stability requiremenin the network. Furthermore,
the corvergenceof the relay rate with  can be shown to
be exponential. The optimal rate canbe obtainedfor a nite

whenat leastone of the transmissiorconstraintCa ; Cg
becomesn nite. Intuitively, this is easyto see;sinceone of
the nodeshasanin nite transmissiomrate,every transmitted
paclet can be matchedperfectly

Clearly, when ;Ca;Cg are nite, thetransmissiorrates
Ta; Tg of the nodesare strictly greaterthanthe achievable
information relay rate, thereby resulting in paclet drops.
Therefore,the sourceneedsto employ forward error cor
recting (FEC) schemesn orderto deliver the informationto
the destinationreliably. A detailedexposition of the paclet
lossand codingis discussedn sectionlV.

B. Multiplex Relay Region

Whenthe signalingis transmitterdirected,the constraint
on the transmissionrates are independenfor eachsource
node and the relay Moreover, since the transmissionrate
constraintfor the relay is independentof the number of
destinations,the following results hold even if multiple
sourcenodessharea commondestination.

If there is no delay constraint( = 1), then the
achievablerateregion is identical to the rate region without

ary secreg constraint;the rate region is then determined
solely basedon mediumaccessand stability constraints,

X
Ri Ca; R 4)
1
A straightforvard achiezablerateregion when is nite
can be obtainedthrough a direct extension of the single
sourcerelay caseconsideredin the previous section. The
relay nodeignoresthe origin of the pacletsandexecuteshe
BGM algorithmon the joint trafc from all the nodes.This
strat@y, which we referto ashomaenousrelay mapresults
in an achiezablerateregion Ry given by
Theoem?2: (Ry; ;Rm) belongsto Ry iff
9Ta, 2[0;Ca,]; i =1, ;m s.t

CB(e( iTa; Cs) 1)

CBe( ( iTa; Cs)) TA‘:
j

Cg:

Ri = TAi
j

Proof : Sincethe relay ignoresthe sourceof the paclets,
it appliesBGM ggorithm on the joint arrival processof
transmissiorrate Ta, - The proof follows from Theorem
1.

i
2

It is easily shavn that as  increasesthe region Ry
corvergesto the optimal rate region given by (4). Similarly,
when is nite andCg ! 1 , it is alsopossibleto achieve
all ratevectorssatisfyingthe mediumaccessonstraintsThe
homogenousnapregion (denotecby Ry ) is shawvnin Figure

Achievable Rate Region : CA =3, CA =4,CB=5
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Fig. 6: Achievable Regionsfor 2 1 relay with
Transmitterdirectedsignaling: =1

Theregion in Theorem2 canbe signi cantly improved if
origin of pacletsaretakeninto considerationThe algorithm
we proposeis the following. The nodes transmitting to
the relay are assignedunique indices from 1 to m such
that the node with a higher index is given more priority
when in contention. Every subsetof nodes S 28 s



assigneda priority value (S) 2 [0;1]. As long as there
is no contention between paclets from different sources
for a particular departureepoch, the relay functions as a
homogenouselay map.If pacletsfrom ary subsetof nodes
S contendfor the samedepartureepoch,the relay generates
a Bernoulli randomvariablez  B( (S)). Let A; bethe
nodein S with the highestindex. If Z = 1, thenthe paclet
from A; is assigneahat epoch.If Z = 0, thenthe paclet
that arrived earlier is assignedthat epoch.By considering
all possibleindex assignmentsnd priority values,the rate
region is obtained.The algorithm for 2 nodesis formally
statedin Tablel (referto Appendix)assumingA; hasindex
1 and priority value

Let Rp denotethe set of all rate vectorsachiezable by
using the priority relay map (all priority assignments)The
following theoremprovides boundsfor Rp .

Theoem 3:
LetRouw = f(R1;R2):
X Ri f(gAi;CD);
Ri f( Cai;Cp)g %)
i
(ab
wheref (a:h) = al® L. 6)

e (a ) a

Then,RH Rp Rout -

Proof: Referto Appendix

The piecavise linear shapeof the achievable rate region
is due to the two basic componentsof the algorithm :
priority encodingandtime sharing.For example,in the two
node case,the three verticesof the polygon representhe
achievablerateswhen priority 1 is provided to eitherA; or
A, andthe maximumO priority sum-rate.The corvexity of
the achievablerateregion is an outcomeof the time-sharing
stratgy adoptedn thealgorithm.Theparameter represents
the fraction of time the relay provides priority to node A;
(OI’ Ag).

Although the vertices of the piecavise linear region do
not have a closedform analyticalexpression the inner and
outer boundsprovided are asymptoticallytight. The outer
boundR,,: describedn thetheoremis a sum-rateboundto
the achievable rate region which can be obtainedusing the
optimality of the BGM algorithm discussedn the previous
section.Theinnerboundis obtainedby usingonly priority 0O,
whereinthe region reducedo that of the homogenouselay
map.

Figure 6 plots an example of the different regions for a
2 1relay As canbeseenthe achievablerateregion of the
priority relaymapR p nearlycoincideswith the outerbound.
As increasestheregionsRy ;Rp andR,y corveme to
the optimal region given by (1).

IV. PACKET Loss AND CODING

As mentionedin Sectionlll-A, the nite delayconstraint
imposedon the transmissiorscheduleresultsin paclet loss.
Hence,it is necessaryor the sourceto usea forward error

correction schemeto ensurereliable recovery of paclets
at the destination.Coding for paclet recorery has been
addressedn literature[16, [17]. In particulay in [16], the
authorsproposecoding schemesto recover paclets when
transmissiongesult in paclet erasuresSince paclets can
be appendedvith a sequencenumber the erasurepositions
are known to the recever. For every block of information
paclets, parity pacletsaretransmittedsuchthat, for every i,
the ith bit from every paclet arrangedn sequencdorms a
codevord from an erasurecorrectingcodebook.

It canbeshavn thattheerasuregrisingfor anindependent
PoissorschedulausingGreedyalgorithmandPriority encod-
ing are Markovian. Moreover, dueto the memorylessature
of the Poissonprocessthe maginal probability of erasure
for a sourcedestinationpair (S; D) is given by Rs.p =Ts
where Rs.p is the achieved relay rate and Ts is the Tx.
rate of the source.Hence,asthe block lengthincreasesit is
possibleto obtain an end-to-endinformation paclet rate of
1 [18], where is the fraction of pacletsdropped.

For a xed block length, the information paclet rate
reliably delivered would be strictly less than the capacity
of the erasurechannel. However, as the block length of
paclets consideredncreasesit is possibleto designcodes
with ratesarbitrarily closeto capacity In practice,it may be
necessaryo designstratgiesfor a x ed pacletdropfraction

dependingon the natureof dataand availability of good
codes.The following theoremcharacterizesan achievable
rate region for the m 1 relay, suchthat the paclet drop
fractionis lessthana x ed .

Theoem4: The achievable relay rate region R for the
m 1 relay with paclet loss constraint for transmitter
directedsignalingis givenby R = Ry \ S, where

( X
S= (R SRm): Ri x(1 ) ;
andx is the solution of
_ Csg x .
Ceexp( (x Cg)) x

Proof: Referto Appendix

()

The paclet lossfor the greedyalgorithmcanbe shavn to
be a monotonicfunction of the sum-rateof transmissions.
Sincethe paclet loss constraintsareidentical for the nodes,
the rate region in Theorem 4 is obtained by using the
homogenousrelay map schemedescribedin Sectionlll-B
coupledwith the constrainton sum-transmissiomate due
to the paclet loss fraction . An example plot for the two
nodecaseis plottedin Fig. 7.

V. CONCLUSIONS

In this work, we formally de ned the problem of hid-
ing data ows from eavesdroppersobservingtransmission
epochs. We proposeda possible solution for providing
perfect secreg and characterizedachievable rates for a
multiplex relay in Poissontrafc. Achievable rate regions
when the medium accessconstraintsare basedon recever
directedsignalingis consideredn [19].



Ra,

Fig. 7: LossLimited Region for 2 1 relay with
Transmitterdirectedsignaling

Although we have considerednly a single relay system,
thebasicideasareextendableo longerroutesalso.As routes
get longer the paclet loss fraction increaseswith every
hop. Hence the perfect secreg considerationmay not be
ideally suited.In suchsituations,the notion of equivocation
lendsto a partial secreg metric, whenH (FjY) = H(F).
Furthermoreallowing a nodeto performblock re-encoding
is also an interestingdirectionto pursue.
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APPENDIX
BoundedPriority Match Algorithm

TABLE |: BOUNDED-PRIORIT¥MATCH (_ -BPM).

BOUNDED-PRIORIT¥MATCH(YA,; Ya,: Y, » )
mi=my=n-=1
while (m1 jYa,jormz  jYa,j)andn  jYgj
if Yg(n) Ya,(m1)< OandYg(n) Ya,(m)<O0
At Yg (n) Tx dummypaclet;n = n + 1,
elseif Yg (n)  Ya, (m1) ,Ys(n)  Ya,(mz)>
YR, = YA, [ Ya,(m1);Yg = Y5 [ Ye(n);
Drop Ya, (mz2) ; Incrementmy; mz;n by 1
elseif Yg (n)  Ya,(M1) > ,Yg(n) Ya,(m2)
sz = Y,§2 [ Ya,(m2);Y5 = YZ [ Ye(n);
Drop Ya, (m2) ; Incrementmy; mz;n by 1;
elseif Yg (n)  Ya,(m1) ,Ys(n)  Ya,(m2)
Generateandomvariablez  B( )
If Z=0,i=argminfYa, (m1);Ya,(m2)g

elsei = 1
YR, = YR, L Ya (mi)YE = Y[ Ya(n);
mi=mj+1n=n+1
else
Drop Ya, (Mm1);Ya,(m2); Incrementmy; mz by 1;
end
end

Proof of Theoem 1

To prove the theorem,we adopt the techniqueusedin
[20]. Considerthe two point processe¥ 4 ; Yg . If a paclet
in Ya, sayattimet is designatecas dummy paclet by the
BGM algorithm, we inserta virtual paclet atthet + in
Yg . Similarly, if a paclet at time t in Yg is designated
as dummy paclet, we insert a virtual paclet at time t in
Ya . Now we considerthe differenceprocessZ = f Yg (i)

Ya (i)g betweerthe two processesAt every occurrenceof a
dummypaclet, thedifferenceprocessitsare ecting barriet



eitherat0 or at . The netprobability of chaf is, therefore,
the probability of hitting either barrier

If the transmissionratesof node A and B are T4 and
Tg respectiely, from the analysisin [21], we know thatthe
probability of hitting is given by
;A

Priz(i) = %e ( Ta Ts)

9= Ta -’
T

B
It is easyto seethatthe fraction of chaf in Y, is
_ TB Per(I) = g _ TB TA .
AT TA@ Prfz(i)= g Tge (T2 To) Th°
Sincethe rate of relayedpacletsincreasesith the trans-
missionratesof eithernodesthe achiezability of thetheorem
is proved. In [14], the authorshave shavn that the BGM
algorithminsertsthe leastchaf fractionfor ary pair of point
processeddencefor ary (Ta; Tg), it isimpossibleto obtain
a higherinformationrelay rate than (3). 5

Proof of Theoem 3

Theinnerboundis trivially shavn asthehomogenousap
is a specialcaseof the priority map when (S) = 0;8S.
The outer boundis obtainedusing the optimality of BGM
algorithm. Let node A; transmitat ratesT;. Then,the sum
information relay rate obtainedby using the homogenous
mapis given by:

X X
Ri =f

Ti;Cs 8)

Since BGM inserts the least fraction of dummy
paclets[14, this is the maximum sum-rateachigqable for
the given transmissiorrates. It i§ easyto seethat ; R; in

(8) is anincreasingfunctionof  ; T;. Therefore the maxi-
mum sum-ratepossible(whentransmissiongreindependent
Poissonprocessesis given by

X
( Ri)max = f
i i
The bestratefobAi is obtainedwhenT; = 0;j 6 i is
zero.By replacing i Ca, by Ca, in (9), we canobtainthe
remainingconditionsthat specify R o . 2

Ca,;Cs )

Proof of Theoem4

We considerthe homogenousrelay map. From Theo-
rem 1, we know that for a set of transmissionrates of

sourceéTa,; ; Ta, ) the least fraction of chaf in the
incoming streamis given by
— C'B ( i TAi ) ) .
Ceexp( (( ;Ta;)) Cs)) i Ta;

whenthe relay transmitsat the highestrate.

plt is easily shovn that is an increasingfunction of
i Ta, . Henceanupperboundon (ﬁprrespondﬁo anupper

boundon the sumtransmissjorrate ; Ta, . Therefore for

ary ratevectorthatsatises ; Ta, X wherex is given

by 7, the homogenouselay map guaranteeshat relay rates

satisfy the paclet loss constraint.
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