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Abstract— Anonymousmonitoring of transmissionsin a wir e-
lessnetwork by eavesdroppers can provide critical information
about the data �o ws in the network. It is, therefore, necessary
to design network protocols that maintain secrecy of routes
fr om eavesdroppers. In this work, we presenta mathematical
formulation of route secrecywhen eavesdroppersobserve trans-
mission epochsof nodes.We proposescheduling techniquesto
provide completesecrecyof routes,and characterizeachievable
rate regions for a multiplex relay under transmitter dir ected
spreadspectrum signaling. Further, we extendthe resultsto the
casewhen an additional constraint on packet loss is imposed.

Index Terms - Network Security, Traf�c Mix, Scheduling,
Packet Coding.

I . INTRODUCTION

Wirelessnetworksareproneto anonymousmonitoringby
eavesdroppers,who wish to gain valuablenetwork informa-
tion, e.g. source-destinationpairs and data�o ws. Equipped
with this knowledge, it is then possiblefor malicious ad-
versariesto target speci�c routesfor intrusion or jamming.
Active intrusion attacksor jamming can be detectedand
counteredby sophisticatedintrusion detectionmechanisms.
Ontheotherhand,passivemonitoringdoesnotaffect thenet-
work operationand is hence,not detectable.It is, therefore,
necessaryto modify network protocolsso that information
aboutdata�o ws or source-destinationpairsarenot traceable
by eavesdroppersmonitoringnodetransmissions.
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Fig. 1: WirelessNetwork with Eavesdroppers

The inference of routing information from monitored
transmissions,known as traf�c analysisattack, is done in
a variety of ways. The eavesdroppercan identify a �o w
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of traf�c by correlating packet contents, packet lengths
or transmissionepochsacrossmultiple nodes.Encrypting
and randompaddingof bits are somemeasuresadoptedto
remove the correlationof contentsand lengthsof packets
acrossnodes.Weareinterestedin thedesignof securesched-
ulesto prevent the inferenceof routesbasedon transmission
epochs.

In general,the transmissionscheduleof relaying nodes
aredependenton the arrival of packets,subjectto the delay
requirements.To eludeeavesdroppers,it may be necessary
to decouplethe transmissionscheduleof the nodesfrom
the actualtraf�c �o w to prevent �o w correlation.For delay
sensitive traf�c, however, this may not be possiblewithout
affecting network performance.In particular, the design
of such scheduleswould require transmissionof dummy
packetsandcouldalsoresultin packet drops.It is, therefore,
necessaryto optimize the achievable network performance
while maintainingroutesecrecy.
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In thiswork, weconsidertheproblemof secrecy for a two-
hop multiplex relay as shown in Figure 2. In particular, we
characterizethe set of achievable relay rates,when packets
are subjectedto a strict delay criterion undera transmitter
directedphysical layer signaling. We provide transmission
schemesto prevent �o w correlationand show that as the
delay increases,the achievable rate region convergesto the
bestpossibleregion.Furthermore,wealsopresentachievable
rate regionswhenan additionalconstrainton packet loss is
imposed.



A. RelatedWork

A countermeasureto traf�c analysis attacks was �rst
provided through the notion of MIX-net by Chaum[1]. A
Mix is an intermediatenode that re-encryptsand reorders
packetsfrom multiple sourcesto preventmatchingof source
anddestinationstreams.The MIX conceptis ideal for delay
insensitive traf�c and the hasbeenusedeffectively in pro-
viding anonymouscommunicationfor Internetapplications
[2], [3], [4], [5]. In [6], the authorsproposeSTOP-and-
GO MIXes whereinthe MIX, apartfrom re-encryptionand
packet padding,also incorporatesa randomdelay to avoid
timing correlation.For wirelessnetworks, randomdelaying
wasusedin [7] to prevent �o w correlation.

For low latency networks, it wasshown in [8] that simple
mixing techniquesare not effective to prevent correlation
of transmissionepochs.Their proposedsolution utilized
the idea of transmittingdummy packets to make departure
epochsidenticalirrespective of the�o ws. Theideaof having
�x ed transmissionschedulesindependentof routeshasalso
beenconsideredin [9], where the authorsgive boundson
theperformancelossincurreddueto thesecrecy constraints.
The useof randomizedroutesasa countermeasureto traf�c
analysisattackshasbeenconsideredin [10], [11].

In the techniquesdiscussedabove, the secrecy provided
wasnotcharacterizedanalytically. Thetheoreticalframework
for secrecy in this work is motivatedby thenotionof equivo-
cationdevelopedby Shannonin [12]. Thesecrecy constraint
we consider is a special caseof Shannon's equivocation,
known as maximumsecrecy [13], whereinthe observations
provide zero informationaboutthe source.

Thepaperis organizedasfollows: In SectionII we explain
the analyticalframework of the routesecrecy problem.The
basic results on the achievable rate regions are presented
in SectionIII. Coding schemesand packet loss constraints
are discussedin SectionIV. Someconcludingremarksand
possiblefuture extensionsaregiven in V.

I I . PROBLEM SETUP

A. De�nitions

In this work, we proposetechniquesto hide the presence
of a two-hoprelay(Fig. 2) from aneavesdropper. In general,
the taskscarriedout by a relay canbe multi various;it can
chooseto decodeand re-encodeblocks of packets, it can
relay unalteredpackets after a randomdelay and it can re-
order the packetsbeforetransmission.It is assumedthat re-
encryptionandpacketpaddingoccuratevery relayto prevent
any contentbasedcorrelation.We are concernedwith the
kind of traf�c, wherein each packet needsto be relayed
within a �x ed delay constraint� . We restrict the tasksof
a relay to packet-reorderingand timing perturbation.De-
pendingon its transmissionschedule,a relaypicksdeparture
epochsfor thearriving packetssuchthat thedelayconstraint
is satis�ed. A packet that is not relayedwithin � time units
after arrival is dropped.

Let the network be representedby a directedgraphG =
(V; E), where V is the set of nodesand E is the set of

links betweenpairs of nodes.A link (A; B ) belongingto
E denotesthat nodeB can listen to the transmissionsfrom
A. Let YA = f YA (1); YA (2); � � � g denotethe time instants
(known asdeparture epochs) at which A transmitspackets.
The transmissionrate TA of a node A is de�ned as the
averagenumberof packets per unit time transmittedby A.
In otherwords,

TA = lim
n !1

n
YA (n)

:

The relay function is de�ned as follows. Let YA =
f YA (1); YA (2); � � � ; YA (n)g representthe departureepochs
of packets from A and YB = f YB (1); YB (2); � � � ; YB (n)g
representthe departureepochsof packets from B . A 1 � 1
relay map is an algorithm that picks a subsequenceYs

A of
YA and an equal length subsequenceYs

B of YB such that
8i; 0 � Y s

B (i ) � Y s
A (i ) � � .

If jYA j = n and jY s
A j = k(n), then the relay rate � (M )

of the 1 � 1 relay mapM is given by

� = lim
n !1

k(n)
Y s

A (k(n))
:

The rate of a relay map is dependenton the transmission
ratesof the nodes.

Themapfor a noderelayingmultiple �o ws canbede�ned
analogously. An m � 1 relay mapis an algorithmthat picks
subsequencesYs

A 1
; Ys

A 2
; � � � ; Ys

A m
from departureepochs

of m nodesA1; � � � ; Am and a subsequenceY s
B from the

departureepochof the relay nodeB suchthat

1) jY s
B j =

P m
i =1 jY s

A i
j.

2) Let Ys be the sequenceformed by the concatenating
Ys

A 1
; � � � ; Ys

A m
andarrangingthe epochsin ascending

order. Then,

8i � jY s j; 0 � Y s
B (i ) � Y s(i ) � � :PSfragreplacements
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Fig. 3: m � 1 RelayMap

An m � 1 relay mapis associatedwith a relay ratevector
� (M ) = (� 1; � � � ; � m ) which is given by

� i = lim
n !1

ki (n)
Y s

A i
(ki (n))

;

whereki (n) = jY s
A i

j.



B. MediumAccessConstraints

Nodes in a wireless network sharea common channel
andtransmissionsaresusceptibleto fadingandinterference.
Dependingon the PHY model,the ratesof transmissionare
subjectedto somemediumaccessconstraintsspeci�ed by a
region of tx. rate vectorsC. If the transmissionratesof the
nodesbelongto C, the packets are received successfullyat
the receiving node.To this extent,we considera transmitter
directedspreadspectrumsignalingmodel.

TransmitterDirectedSignaling : Each transmittingnode
in a sharedchannelusesan orthogonalspreadingcode to
transmitits packets.Theconstraintson transmissionratesfor
thenodesarethereforeindependent.In otherwords,for a set
of nodesA1; � � � ; An , the mediumaccessregion is given by

C = f (TA 1 ; � � � ; TA n : TA i � CA i ; i = 1; � � � ; ng: (1)

C. Secrecy

An eavesdropper, by correlatingtransmissionepochsfrom
multiple nodes,can obtain information about routeswithin
thenetwork. Thegoalis, therefore,to scheduletransmissions
so as to maximizethe secrecy of the routeswith respectto
the eavesdropper.
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Fig. 4: Network Flows: Secrecy for a subsetof nodesA

Secrecy can be formally de�ned as follows. Let A =
f A1; A2; � � � ; Ak g be a subsetof nodesandF � 2A denote
the setof all orderednode-pairsin A (jF j = jAj (jAj � 1)).
Sincetransmissionsfrom nodesnot physically connectedcan
be correlatedto infer a �o w, it is necessaryto considerall
possiblenode-pairs.During a given session,the setof node-
pairs in F that require non-zerorelay rate is denotedby
the �o w vector F � F . We de�ne A to have perfectrelay
secrecy if for any F � F , the transmissionepochsof the
nodesin A andF areindependent.In otherwords,for every
F 2 F the conditionaldistribution

p(YA 1 ; YA 2 ; � � � ; YA k jF ) = p(YA 1 ; YA 2 ; � � � ; YA k ): (2)

If for any �o w vector F , the joint distribution of trans-
missionepochsis unaltered,thenit is impossibleto infer the
�o w to any degreeof accuracy. This condition is a special
caseof equivocation[12], [13], known asmaximumsecrecy,
wherein

H (F jY ) = H (F ):

D. AchievableRates

A rate vector R = (R1; � � � ; Rm ) for a set of node-
pairs with commonrelay f (A1; B ); (A2; B ); � � � ; (Am ; B )g
is an achievable rate vector, if there exists a conditional
distribution p(YA 1 ; YA 2 ; � � � ; YA m jF ) and an m � 1 relay
mapsuchthat following conditionsaresatis�ed

1) The transmissionrate f TA 1 ; TA 2 ; � � � ; TA m ; TB g sat-
isfy the mediumaccessconstraints(1).

2) For every realization(YA 1 ; � � � ; YA m ),

� i (M ) � Ri ; i = 1; � � � ; m:

3) f A1; � � � ; Am ; B g have perfectrelay secrecy.
In thefollowing section,wepresentachievablerateregions

for the specialcaseof providing relay secrecy for an m � 1
multiplex relay (Fig. 2), wherea singlenoderelayspackets
from m nodes.The resultsarepresentedfor thePHY model
discussedin SectionII-B.

I I I . RATE REGION

In the absenceof eavesdroppingconcerns,the �o w-rates
achievable in a network can be obtainedpurely from the
topology and medium accessrestrictions.In the presence
of eavesdropper, however, the secrecy condition imposes
additionalconstraintswhich can lower the achievable rates.

Thesecrecy conditionin (2) indicatesthat thedistribution
of transmissionepochsareindependentof the �o ws. A spe-
cial caseof this conditionis whenthe transmissionschedule
of eachnodeis drawn from an independentdistribution and
the marginal distributionsarenot dependenton the �o ws,

p(YA 1 ; YA 2 ; � � � jF ) = p(YA 1 )p(YA 2 ) � � � :

Similar ideashave beenconsideredin literature[9], [10],
whereinthe transmissionscheduleswere deterministicirre-
spective of the �o ws. Statisticalindependenceof departure
epochsis a suf�cient condition to ensurerelay secrecy. In
general,it maybepossibleto designschedulessuchthat the
transmissionepochsare not independentand yet guarantee
relay secrecy.

We assumethat the sourcesgeneratepackets at Poisson
time points which determinethe schedulesof the source
nodes.In order to satisfy the secrecy condition, the relay
nodesgeneratedepartureepochsfrom independentPoisson
processes.To an eavesdroppermonitoring the nodes,it is
impossibleto decipherthe actual �o ws by observingtime
points, since at all times, the schedulesare statistically
independent.However, due to the delay constraint,the se-
crecy condition leads to a reducedrate region, which is
characterizedin the following sections.

A. SingleRelayAchievableRate

To characterizethe achievable rates for a 1 � 1 relay
map,we usethe Bounded-Greedy-Match(BGM) algorithm
proposedin [14] that optimally mapsPoint processeswith
the leastpacket drops.Sinceepochsaregeneratedaccording
to independentPoissonprocesses,thedelayconstraintmakes
it impossibleto relayall transmittedpackets.Hence,therelay
rate is strictly lessthan the transmissionratesof the nodes.
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Let nodeA be the transmittingnodeandB the relay. The
algorithmis asfollows; Whena packet arrivesat B , if there
exists a departureepochwithin � of the arrival instantand
hasnot beenmatchedto any previous arrival, it is assigned
to the arrived packet. Otherwise,the packet is dropped.The
transmissionscheduleof A is obtainedfrom the generation
times of packets while node B generatesan independent
Poissonprocessof a �x ed rate and usesthe algorithm to
maparrival epochsto the generatedschedule.

Theorem1: If the maximum transmissionratesallowed
for nodes A; B are CA ; CB respectively, the maximum
achievable relay rate R between(A; B ), when YA ; YB are
independentPoisson processesis obtained when TA =
CA ; TB = CB and is given by

R =

8
<

:
CA

CB (e� �( C B � C A ) � 1)
CB e� �( C B � C A ) � CA

CA 6= CB
C 2

A �
1+ CA � CA = CB

(3)

Proof: Refer to Appendix.

A special case of this result, when nodes have equal
transmissionrates was obtainedin [15] under a different
context. As thedelayconstraint� increases,it is easyto see
that the relay rate convergesto minf CA ; CB g which is the
optimalrateundernosecrecy constraint.Theminimizationis
dueto thestability requirementin thenetwork. Furthermore,
the convergenceof the relay rate with � can be shown to
be exponential.The optimal ratecanbe obtainedfor a �nite
� whenat leastoneof the transmissionconstraintsCA ; CB

becomesin�nite. Intuitively, this is easyto see;sinceoneof
thenodeshasan in�nite transmissionrate,every transmitted
packet canbe matchedperfectly.

Clearly, when� ; CA ; CB are�nite, the transmissionrates
TA ; TB of the nodesare strictly greaterthan the achievable
information relay rate, thereby resulting in packet drops.
Therefore,the sourceneedsto employ forward error cor-
recting(FEC) schemesin orderto deliver the informationto
the destinationreliably. A detailedexposition of the packet
lossandcoding is discussedin sectionIV.

B. Multiplex RelayRegion

When the signalingis transmitterdirected,the constraint
on the transmissionratesare independentfor eachsource
node and the relay. Moreover, since the transmissionrate
constraint for the relay is independentof the number of
destinations,the following results hold even if multiple
sourcenodessharea commondestination.

If there is no delay constraint (� = 1 ), then the
achievable rateregion is identical to the rateregion without

any secrecy constraint;the rate region is then determined
solely basedon mediumaccessandstability constraints,

Ri � CA i ;
X

i

Ri � CB : (4)

A straightforward achievablerateregion when� is �nite
can be obtained through a direct extension of the single
sourcerelay caseconsideredin the previous section.The
relaynodeignorestheorigin of thepacketsandexecutesthe
BGM algorithmon the joint traf�c from all the nodes.This
strategy, which we refer to ashomogenousrelaymapresults
in an achievable rate region R H given by

Theorem2: (R1; � � � ; Rm ) belongsto R H if f
9 TA i 2 [0; CA i ]; i = 1; � � � ; m s.t

Ri = TA i

CB (e� �(� j TA j � CB ) � 1)

CB e( � �(� j TA j � CB )) �
P

j TA j

:

Proof : Sincethe relay ignoresthe sourceof the packets,
it applies BGM algorithm on the joint arrival processof
transmissionrate

P
j TA j . The proof follows from Theorem

1.
2

It is easily shown that as � increases,the region R H

convergesto the optimal rateregion given by (4). Similarly,
when� is �nite andCB ! 1 , it is alsopossibleto achieve
all ratevectorssatisfyingthemediumaccessconstraints.The
homogenousmapregion (denotedby RH ) is shown in Figure
6.
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Fig. 6: AchievableRegions for 2 � 1 relay with
Transmitterdirectedsignaling: � = 1

The region in Theorem2 canbe signi�cantly improved if
origin of packetsaretaken into consideration.Thealgorithm
we propose is the following. The nodes transmitting to
the relay are assignedunique indices from 1 to m such
that the node with a higher index is given more priority
when in contention.Every subsetof nodes S � 2A is



assigneda priority value � (S) 2 [0; 1]. As long as there
is no contention betweenpackets from different sources
for a particular departureepoch, the relay functions as a
homogenousrelay map.If packetsfrom any subsetof nodes
S contendfor the samedepartureepoch,the relay generates
a Bernoulli randomvariableZ � B(� (S)) . Let A i be the
nodein S with the highestindex. If Z = 1, thenthe packet
from A i is assignedthat epoch.If Z = 0, then the packet
that arrived earlier is assignedthat epoch.By considering
all possibleindex assignmentsand priority values,the rate
region is obtained.The algorithm for 2 nodesis formally
statedin TableI (refer to Appendix)assumingA1 hasindex
1 andpriority value � .

Let R P denotethe set of all rate vectorsachievable by
using the priority relay map (all priority assignments).The
following theoremprovidesboundsfor R P .

Theorem3:

Let R out = f (R1; R2) :

Ri � f (CA i ; CD );
X

i

Ri � f (
X

CA i ; CD )g; (5)

wheref (a;b) = a
b(e� �( a� b) � 1)
be( � �( a� b)) � a

: (6)

Then,R H � R P � R out .

Proof: Refer to Appendix

The piecewise linear shapeof the achievable rate region
is due to the two basic componentsof the algorithm :
priority encodingandtime sharing.For example,in the two
node case,the three verticesof the polygon representthe
achievable rateswhenpriority 1 is provided to eitherA1 or
A2 andthe maximum0 priority sum-rate.The convexity of
the achievablerateregion is an outcomeof the time-sharing
strategy adoptedin thealgorithm.Theparameter� represents
the fraction of time the relay provides priority to nodeA1

(or A2).
Although the verticesof the piecewise linear region do

not have a closedform analyticalexpression,the inner and
outer boundsprovided are asymptoticallytight. The outer
boundR out describedin the theoremis a sum-rateboundto
the achievable rate region which can be obtainedusing the
optimality of the BGM algorithm discussedin the previous
section.Theinnerboundis obtainedby usingonly priority 0,
whereinthe region reducesto that of the homogenousrelay
map.

Figure 6 plots an exampleof the different regions for a
2� 1 relay. As canbeseen,theachievablerateregion of the
priority relaymapR P nearlycoincideswith theouterbound.
As � increases,the regionsR H ; R P andR out converge to
the optimal region given by (1).

IV. PACKET LOSS AND CODING

As mentionedin SectionIII-A, the �nite delayconstraint
imposedon the transmissionscheduleresultsin packet loss.
Hence,it is necessaryfor the sourceto usea forward error

correction schemeto ensurereliable recovery of packets
at the destination.Coding for packet recovery has been
addressedin literature[16], [17]. In particular, in [16], the
authorsproposecoding schemesto recover packets when
transmissionsresult in packet erasures.Since packets can
be appendedwith a sequencenumber, the erasurepositions
are known to the receiver. For every block of information
packets,parity packetsaretransmittedsuchthat, for every i ,
the i th bit from every packet arrangedin sequenceforms a
codeword from an erasurecorrectingcodebook.

It canbeshown thattheerasuresarisingfor anindependent
PoissonscheduleusingGreedyalgorithmandPriority encod-
ing areMarkovian. Moreover, dueto the memorylessnature
of the Poissonprocess,the marginal probability of erasure
for a sourcedestinationpair (S; D) is given by RS;D =TS

where RS;D is the achieved relay rate and TS is the Tx.
rateof the source.Hence,asthe block lengthincreases,it is
possibleto obtain an end-to-endinformation packet rate of
1 � � [18], where� is the fraction of packetsdropped.

For a �x ed block length, the information packet rate
reliably delivered would be strictly less than the capacity
of the erasurechannel.However, as the block length of
packets consideredincreases,it is possibleto designcodes
with ratesarbitrarily closeto capacity. In practice,it may be
necessaryto designstrategiesfor a �x edpacket dropfraction
� dependingon the natureof dataand availability of good
codes.The following theoremcharacterizesan achievable
rate region for the m � 1 relay, such that the packet drop
fraction is lessthana �x ed � .

Theorem4: The achievable relay rate region R � for the
m � 1 relay with packet loss constraint� for transmitter
directedsignaling is given by R � = R H \ S� , where

S� =

(

(R1; � � � ; Rm ) :
X

i

Ri � x(1 � � )

)

;

andx is the solutionof

� =
CB � x

CB exp(� �( x � CB )) � x
: (7)

Proof: Refer to Appendix

The packet lossfor the greedyalgorithmcanbe shown to
be a monotonicfunction of the sum-rateof transmissions.
Sincethe packet lossconstraintsare identical for the nodes,
the rate region in Theorem 4 is obtained by using the
homogenousrelay map schemedescribedin SectionIII-B
coupled with the constrainton sum-transmissionrate due
to the packet loss fraction � . An exampleplot for the two
nodecaseis plotted in Fig. 7.

V. CONCLUSIONS

In this work, we formally de�ned the problem of hid-
ing data �o ws from eavesdroppersobservingtransmission
epochs. We proposed a possible solution for providing
perfect secrecy and characterizedachievable rates for a
multiplex relay in Poissontraf�c. Achievable rate regions
when the mediumaccessconstraintsare basedon receiver
directedsignalingis consideredin [19].
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Although we have consideredonly a single relay system,
thebasicideasareextendableto longerroutesalso.As routes
get longer, the packet loss fraction increaseswith every
hop. Hence the perfect secrecy considerationmay not be
ideally suited.In suchsituations,the notion of equivocation
lendsto a partial secrecy metric, whenH (F jY ) = � H (F ).
Furthermore,allowing a nodeto performblock re-encoding
is alsoan interestingdirection to pursue.
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APPENDIX

BoundedPriority Match Algorithm

TABLE I: BOUNDED-PRIORITY-MATCH (� -BPM).
BOUNDED-PRIORITY-MATCH(YA 1 ; YA 2 ; YB ; �; �) :

m1 = m2 = n = 1;
while (m1 � jYA 1 j or m2 � jYA 1 j) andn � jYB j

if YB (n) � YA 1 (m1 ) < 0 andYB (n) � YA 2 (m1 ) < 0
At YB (n) Tx dummypacket; n = n + 1;

elseif YB (n) � YA 1 (m1 ) � � , YB (n) � YA 2 (m2 ) > �
Y s

A 1
= Y s

A 1
[ YA 1 (m1 ); Y s

B = Y s
B [ YB (n) ;

Drop YA 2 (m2 ) ; Incrementm1 ; m2 ; n by 1 ;

elseif YB (n) � YA 1 (m1 ) > � , YB (n) � YA 2 (m2 ) � �
Y s

A 2
= Y s

A 2
[ YA 2 (m2 ); Y s

B = Y s
B [ YB (n) ;

Drop YA 1 (m2 ) ; Incrementm1 ; m2 ; n by 1 ;

elseif YB (n) � YA 1 (m1 ) � � , YB (n) � YA 2 (m2 ) � �
GeneraterandomvariableZ � B(� )
If Z = 0, i = arg min f YA 1 (m1 ); YA 2 (m2 )g
elsei = 1
Y s

A i
= Y s

A i
[ YA i (m i ); Y s

B = Y s
B [ YB (n) ;

m i = m i + 1, n = n + 1

else
Drop YA 1 (m1 ); YA 2 (m2 ); Incrementm1 ; m2 by 1 ;

end
end

Proof of Theorem1

To prove the theorem,we adopt the techniqueused in
[20]. Considerthe two point processesYA ; YB . If a packet
in YA , say at time t is designatedas dummypacket by the
BGM algorithm,we insert a virtual packet at the t + � in
YB . Similarly, if a packet at time t in YB is designated
as dummy packet, we insert a virtual packet at time t in
YA . Now we considerthe differenceprocessZ = f YB (i ) �
YA (i )g betweenthe two processes.At every occurrenceof a
dummypacket, thedifferenceprocesshitsare�ecting barrier,



eitherat 0 or at � . Thenetprobabilityof chaff is, therefore,
the probability of hitting eitherbarrier.

If the transmissionratesof node A and B are TA and
TB respectively, from the analysisin [21], we know that the
probability of hitting � is given by

Prf Z (i ) = � g =
1 � TA

TB

TB
TA

e� �( TA � TB ) � TA
TB

:

It is easyto seethat the fraction of chaff in YA is

� A =
TB Prf Z (i ) = � g

TA (1 � Prf Z (i ) = � g)
=

TB � TA

TB e� �( TA � TB ) � TA
:

Sincethe rateof relayedpackets increaseswith the trans-
missionratesof eithernodes,theachievability of thetheorem
is proved. In [14], the authorshave shown that the BGM
algorithminsertsthe leastchaff fractionfor any pair of point
processes.Hence,for any (TA ; TB ), it is impossibleto obtain
a higher informationrelay rate than(3).

2

Proof of Theorem3

Theinnerboundis trivially shown asthehomogenousmap
is a specialcaseof the priority map when � (S) = 0; 8S.
The outer bound is obtainedusing the optimality of BGM
algorithm.Let nodeA i transmitat ratesTi . Then, the sum
information relay rate obtainedby using the homogenous
map is given by:

X

i

Ri = f

 
X

i

Ti ; CB

!

: (8)

Since BGM inserts the least fraction of dummy
packets[14], this is the maximum sum-rateachievable for
the given transmissionrates.It is easyto seethat

P
i Ri in

(8) is an increasingfunction of
P

i Ti . Therefore,the maxi-
mumsum-ratepossible(whentransmissionsareindependent
Poissonprocesses)is given by

(
X

i

Ri )max = f

 
X

i

CA i ; CB

!

: (9)

The best rate for A i is obtainedwhen Ti = 0; j 6= i is
zero.By replacing

P
j CA j by CA i in (9), we canobtainthe

remainingconditionsthat specifyR out . 2

Proof of Theorem4

We consider the homogenousrelay map. From Theo-
rem 1, we know that for a set of transmissionrates of
sources(TA 1 ; � � � ; TA m ) the least fraction of chaff in the
incomingstreamis given by

� =
CB � (

P
i TA i )

CB exp(� �((
P

i TA i ) � CB )) �
P

i TA i

;

whenthe relay transmitsat the highestrate.
It is easily shown that � is an increasingfunction ofP
i TA i . Hence,anupperboundon � correspondsto anupper

boundon the sum transmissionrate
P

i TA i . Therefore,for
any rate vector that satis�es

P
i TA i � x wherex is given

by 7, the homogenousrelay mapguaranteesthat relay rates
satisfy the packet lossconstraint.
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